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The User and Security Module (USM) is a functionality within SFC2014 Front-Office that allows Member State
Liaison Officers (and Member State Liaison Deputy Officers) to enter access requests for the node(s) and fund(s)
they manage.

ROLES
You are an identified user of SFC2014 and you have MSARQ or ECARQ role.

How to access the functionality

HOW TO ACCESS THE USER AND SECURITY MODULE?

The USM is a functionality within SFC2014 Front-Office. This means that a MS liaison (deputy) who has access to
SFC2014 Front-Office can use his/her nominative ECAS username and password to log in to SFC2014 Front-office
and access the USM.

MS liaisons (and deputies) should never share their access codes with anyone else! Any misuse

IMPORTANT . . . -
0 of their access codes is under their responsibility!

The SFC2014 application has different environments used for different purposes:
e The PRODUCTION environment is the real working environment where users enter real data.

e The ACCEPTANCE environment is used for training purposes. This environment does not contain real
data. In this environment the users can "play" with SFC2014 and learn how to use it (if they want to).
This environment is also used by Technical (IT) teams of countries dealing with web-services (no manual
data entry but automatic processing between local systems in the Member State and SFC2014).

Concretely, this means that the MS liaison (deputy) must connect to the environment concerned to enter a
request!

LINK TO THE DIFFERENT ENVIRONMENTS:
e PRODUCTION: https://webgate.ec.europa.eu/sfc2014/frontoffice/ui

e ACCEPTANCE: https://webgate.acceptance.ec.europa.eu/sfc2014/frontoffice/ui
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THE USER AND SECURITY MODULE MENUS
The USM is accessible from SFC2014 Front-Office via the menu UTILITIES.
The following submenus allow the creation of requests and consulting existing users:

e AccCesS REQUESTS: via this submenu, the MS liaison (deputy) can enter the requests for access. This
submenu is visible to MS liaisons and deputies only.

e USER ACCOUNTS: via this submenu it is possible to view the list of existing users managed by the MS liaison
(deputy). This submenu is visible to MS liaisons and deputies only.

European Commission » SFC » SFC2014-FO

Strategic planning  Programming  Application (EGF) Commission decision  Monitoring  Execution  Finalreport (EGF) Audit Employment status (EGF) Evaluation Closure Antifraud UL

CCI Requesis

Access requests
Programming/Cperational programme (1GJ) Programming/Cooperation programme (ENI-CB) Programming/Commissia  User preferences
2014AT05M20P002 - 1.0 2014TC16M5CBO0T - 1.0 C(2019)1111 - 08/02/201§

CCi | search | Recent actions

Event registration
Reports
Letters

Search documents
Programming/Commission decision Utilities/CCI Reguests

Access Requests

An MS liaison (deputy) can create and send requests for different actions on users:

e Create new account for web User

e Create new account for Certificate

e Update existing account for Web User

e Update existing account for Certificate

e Disable existing account for Web User

e Disable existing account for Certificate

e Renew certificate

e Grant access to an existing web-user managed by another Member State Liaison
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A certificate user account enables local information systems to authenticate when
communicating with SFC2014 through the web services.

Requests for certificate user accounts should only be created by countries using the web

IMPORTANT .
services!

Unlike the web user accounts that access the application SFC2014 with a nominative ECAS user
account, certificate user accounts remain generic user accounts starting with w005...

The following chapters explain step by step how to manage these types of requests.

Create new account for web user

You can request the creation of a new account when a user doesn't exist yet and has never existed in SFC2014
before.

e If a user existed but is inactive because he/she was disabled, you can create a request to UPDATE
EXISTING ACCOUNT FOR WEB USER (see chapter 3.3)

e |If the user exists but is managed by another MS liaison, you can request to GRANT ACCESS TO AN
EXISTING WEB-USER MANAGED BY ANOTHER MEMBER STATE LIAISON (see chapter 3.4)

e Ifthe user already exists and is active, you can create a request to UPDATE EXISTING ACCOUNT FOR WEB
USER (see chapter 3.3)

Ensure that the user does not yet exist by verifying in the list of users: Display
the list of existing users

Ensure that the user is not managed by another MS liaison (see chapter 3.4.1)

Ensure that you have all necessary information about the user including the

-uid*
BEFORE YOU START | ECAS-uid™.

*The user must have an ECAS nominative account and communicate his/her
ECAS-uid to the MS Liaison (deputy). A video on how to create an ECAS
nominative account & how to find your ECAS-uid is available on the SFC2014
Support portal http://ec.europa.eu/sfc/2014/en/multimedia

The request must be created and sent in a single operation!
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Request is
Processed,

Grant roles

o Send the
e request Returned or

Cancelled

1. On the menu UTILITIES > AcCEss REQUESTS click on the icon ' to create a new Access Request:

European Commission » SFC » SFC2014-FO » Utiliies » Access requesis

>
| Search '

Strategic planning Programming  Application (EGF) Commission decision Monitoring Execution Final report (EGF) Audit Employment status (EGF) Evaluation Closure Anti-fraud  Utilities

@Help

Request 1D:

Email:
Reguester:

Status.

Last name. Sent date

ECAS-uid:

[ searen | | 3¢ crea |
(€ Clear |
dd 2 Edit (&) Export

[ e ea ACTION USER

EMAIL

The creation wizard appears:

REQUESTER STATUS SENT DATE LAST MODIFIED

[4]
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European Commission » SFC » SFC2014-FO » Utilities » Access requests

Strategic planning  Programming  Application (EGF) Commission decision Monitoring  Execution  Final report (EGF)  Audit Employment status (EGF) Evaluation Closure Anti-fraud  Utilities

Search Create new access request x

1. Select Action

® Create new account for web user LD

Create new account for certificate

Update existing account for web user

Update xi it for certificate

Renew

Grant access to an existing Web user managed by another Member State lisison

2

2. Select the action CREATE NEW ACCOUNT FOR WEB USER @ and click NExT @.

Enter the user information

The EDIT USER INFORMATION screen appears:
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European Commission » SFC » SFC2014-FO » Utilities » Access requests

Strategic planning  Programming  Application (EGF) Commission decision Monitoring  Execution Final report (EGF)  Audit Employment status (EGF) Evaluation Closure Anfifraud  Utilities

Search Create new access request X

1. Select Action 2. Edit User Information

Requester  Thomas Curelea

New Action:  Create
= nD031hgn
* Test Lastname: * | Testing
* testlesting.sfic2014@gmail.com Business phone: * | 0000000000

test.testing.sfc2014@gmail.com phone:

* | Ministero del'economia e delle finanze Organisation name (EN): | Ministry of Economy and Finance
Male v
Preferred language. English - Function: Programme manager

Wia Venti Settembre, 97, 00137 Roma
Country:  |ltaly A Address:

Programme manager in SEC2014 starting on 01/12/2013

Gomments

Reset

Cancel Back
2

3. Enter the requested information Q}
Fields marked with a red asterisk (*) are mandatory:
e ECAS-uid*
e  First Name*
e Last Name*
e Email*
e Business Phone*
e Alternative Email
e Mobile Phone
e Organisation name*
e Organisation name (EN)
e Gender
e Preferred Language (for the notifications)
e Function
e Address

e Country
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e Comments

You can click BACK to go back to the previous step or click CANCEL to cancel the creation of the whole request.

4. Click NexT to continue@.

The fields with a down-arrow contain a 'drop-down' list. You can click on the arrow to select the
value from the list directly or you can enter the first letters and click on the value from the
selection that is displayed:

TIP Preferred languags: | E r |

e

Country: | EStonian |

Select Node(s) (only for multi-node countries)

This step is only available for the MS liaison (deputy) from countries having a multi-node
IMPORTANT | structure. For countries with a single node structure this step is skipped by the wizard! You can
continue to the chapter to Grant roles & permissions

You must define the nodes the user will have access to. As there are different nodes within your country, the
user probably needs only access to one or some of them, so you must specify this.

10
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European Commission » SFC » SFC2014-FO , Utilities » Access requests
Strategic planning  Programming  Application (EGF) Commission decision  Monitoring  Execution  Final report (EGF)  Audit Employment status (EGF) Evaluation Closure Antifraud  Utilities

Search | Create new access request x

1. Select Action 2. Edit User Information 3. Select Node(s)

)

Grant access to the Node(s)
ITO7 - Lazio
ITOS - Liguri

" ST OETETOTTTeTT
GRP19 - Greece (Maritime and Fisheries)
GRP20 - Greece (Technical Assistance) <<
HU - Magyarorszag L
IT - italy

IT01 - Abruzzo
IT02 - Basilica
IT03 - Calabria
IT04 - Campania
ITQS - Emilia
ITOG - Friuli

1T09 - Lombardi \D
IT12 - Marche
IT13 - Molise
IT14 - Piemonte
IT15 - Puglia
IT16 - Sardegna
IT17 - Sicilia
IT18 - Toscana
IT19 - Bolzano
IT20 - Trento
IT21 - Umbria .

LIT22 - Veneto

(o
v

4

Cancel Back

On the select nodes window, select the node from the left pane (AVAILABLE NODES) \1}
Click the right-arrow button in the middle of the panels@.

The node is added to the pane on the right side@.
Repeat these steps for each node you want to add.

When finished, click NEXT to go to the next step@.

i AW N R

To remove a node form the list in the right pane, select the node and click on the left-arrow button.

11
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European Commission » SFC » SFC2014.FO » Utilities » Access requests

Strategic planning  Programming  Application (EGF) Commission decision Monitoring Execution  Final report (EGF) Audit Employment status (EGF) Evaluation Closure Anfi-fraud  Utilities

Search Create new access request x

1. Select Action 2. Edit User Information 3. Select Node(s)
@Help
Available Nodes Grant access o the Nodefs)
FR - France »» | ITO7 - Lazio

FR1GA - Région Guadeloupe

FR1GAE - Guadeloupe Etat
FRIGY - Région Guyane - “
FR1GYE - Guyane Etat

FRIMA - Région Martinigue

FRIMAE - Martinique Etat

FRIMAY - Mayoite Etat

FR1RE - Région Réunion

FRIREE - Réunion Etat

FR2AL - Région Alsace

FR2AQ - Région Aguitaine

FR2AU - Région Auvergne

FR2BN - Région Basse-Normandie

FR2BO - Région Bourgogne

FR2BR - Région Bretagne

FR2CA - Région Champagne-Ardenne

FR2CE - Région Centre

FR2CO - Région Corse

FR2FC - Région Franche-Comté

FR2HN - Région Haute-Normandie

FR2IF - Région lle-de-France o

ITO3 - Liguria

Cancel Back Next

Once the user has been created, each node defined for the user will become a profile. When connected in
SFC2014 the user has to choose the profile he/she wants to use and will have access to the node corresponding
to the profile selected.

Grant roles & permissions

The GRANT ROLES screen appears. On this screen you must select the roles and permissions you want to grant for
this user.

The roles and permissions shown correspond to the roles and permissions related to the Funds for which the MS
liaison (deputy) can request access.

EMPL: ESF - YEI - FEAD - IPA Component IV

e REGIO: ERDF - CF —ENI - IPA Component Il and llI
e MARE: EMFF

e AGRI: EAFRD - IPA Component V

e HOME: ISF - AMF

12
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The roles and permissions are created on the Node for which the MS liaison (deputy) can request (or on each of
the nodes selected in previous step).

The USM automatically detects incompatible roles. The roles that are incompatible with the
role you selected are greyed. You cannot select these.

IMPORTANT | Example: You select "MS Managing Authority ESF Send". The roles, "MS Certifying Authority
ESF Send" and "MS Audit Authority ESF Send", "MS Certifying Authority FEAD Send", "MS Audit
Authority FEAD Send", "MS Certifying Authority YEI Send" and "MS Audit Authority YEI Send"
are greyed.

If you are dealing with a multi-node country, you must first select each of the nodes you have chosen in the
previous step.

European Commission » SFC » SFC2014FO , Utilities » Access requests

Strategic planning  Programming  Application (EGF) Commission decision  Monitoring Execution  Final report (EGF)  Audit Employment status (EGF) Evaluation Closure Antifraud  Utilities

Search Create new access request x

1. Select Action 2. Edit User Information 3. Selact Node(s) 4. Grant Roles

@Help

Neds [1T07 - Lazio

SFC2014-FO (AGRI) ﬁ

ROLE FUND ROLE DESCRIPTION

MSPAR EAFRD MS Accredited Paying Agency Read Only
MSPAS EAFRD MS Accredited Paying Agency Send

If you are dealing with a single-node country, the node is automatically displayed.

13
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FuND
MSAAR ERDF
ERDF
ERDF
ERDF
ERDF
ERDF
ERDF
ERDF
ERDF
ERDF
ERDF
ERDF

3 MS Audit Authodity Send

AIIRLIIIIRIS

=D

6. Click on the fund to display the list of roles \1) For each fund tick the boxes to select the roles and

permissions you want to grant @) The USM automatically detects incompatible roles. The roles that are
incompatible with the role you select are greyed. You cannot select these (see example below).

7. Click NEXT to get to the final step (reviewing and sending the request to the Commission) @

You can click BACK to go back to the previous step or click CANCEL to cancel the creation of the whole request.

Send the request to SFC2014 Support team

After entering the User Information, the nodes and the roles and permissions to grant, you are ready to send the
request to the SFC2014 Support team.

The overview of your request is shown. You see:
e The user information you entered.
e The roles and permissions you selected to be granted for the selected nodes.

e Before sending the request, you can click BACK to go back to the previous step or click CANCEL to cancel
the creation of the whole request.

14
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European Commission » SFC » SFC2014-FO » Utilities » Access reguests

Strategic planning Programming  Application (EGF) Commission decision  Monitoring Execution  Final report (EGF)  Audit  »

| Search | Create new access request x

1. Select Action 2. Edit User Information 3. Select Node(s) 4. Grant Roles 5. Confirm
R R R,

&Help
Reguester: Thomas Curelea (n002ydbn) Status
ECAS-wid: n0031hgn Action:
First name: Test Last name:
ECAS uzermame: n0031hgn ECAS Domain:
Email: testtesting.sfc2014@amail.com Business phone
Alternative email: test.testing.sfc2014@omail.com Maobils phone
Organisation name. Ministerio dell'economia e delle finanze Organisation name (EN):
Organisation email: Gender:
Preferred languags: English Function.
Comments. Programme manager in SFC2014 starting on 01/12/2013 Address:
Country. Italy
MODE ROLE GRANTED ROLE DESCRIFTION
ITo7 MSMAS MS Managing Authority Send
ITOS MSMAS M3 Managing Authority Send

New
Create
Tesfing
external

00000000000

Ministry of Economy and Finance
Male

Programme manager

Via Venti Settembre, 97, 00187, Roma

FUND
CF
CF

1

cone ) oot
_— =

8. Click the button FINISH to send the request to the SFC2014 Support team'u-).

15
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Confirm operation

Are vou sure you want to send the request to the
Commission?

9. Click YEes to confirm @

16
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European Commission » SFC » SFC2014-FO » Utilities » Access requests

Strategic planning  Programming  Application (EGF) Commission decision Monitoring  Execution  Final report (EGF)  Audit

Search 61873400 (n0031hgn) *

3 Cancel (&) Print

@Help

Reguester. Thomas Curelea (n002ydbn)

ECAS-uid: n0031hgn Info: 1. Create
First name: Test ) = Testing
Process executed with success!
ECAS username: n0031hgn in: external
Email: test.testing.sfc2014@amail.com Business phons: 00000000000
Yes
Alternative email: test.testing sfc2014@gmail.com Mobils phone
Ornganization name: Ministerio dell'economia e delle finanze Organisation name (EN). Ministry of Economy and Finance

Organisation email:

Gender: Male
Prefarred languags: English Function: Programme manager
Comments: Programme manager in SFC2014 starting on 011272013 Address: Via Venti Settembre, 97, 00187, Roma

Country: Italy

NODE ROLE GRANTED ROLE DESCRIFTION
ITO? M3SMAS M3 Managing Authority Send
ITOS MSMAS MS Managing Authority Send

Once the request is sent, the system attributes a unique identifier number (ID) to the request. The status of the
request is SENT.

European Comm n » SFC » SFC2014-FO » Utilities » Access requests

BIEICHEIERDIWOE Programming  Application (EGF) Commission decision  Monitoring  Execution  Final report (EGF) Audit  Utilities Employment status (EGF)  Anti-fraud  Closure

Search | 61973400 (n0031hgn) X

@ Help

Request ID. Email:

), search 3¢ Clear

@ Add g Edit (7 Export
] ACTION USER EMAIL REQUESTER STATUS SENT DATE LAST MODIFIED -

51973400 Create  Test Testing (n0031hgn)  test festing sic2014@gmail.com  Thomas Curelea (n002ydbn) 11!12I2D1Q—15'30'46 11/12/2018 - 15:30°46
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The request can now be processed by the SFC2014 Support team. If there are mistakes or other issues, the
request is returned to you by the SFC2014 Support team.

You can click on the SEARCH tab to go back to the list of requests:

European Commission » SFC » SFC2014-FO » Utilities » Access requests

Sirategic planning  Programming  Application (EGF) Commission decision  Monitoring Execution  Final report (EGF) Audit  Ulilities

>

Search | 61973400 (n0D31hgn) *

@_;q;-HE!IgE

You can click on the icon

INFO

* to close the access request tab:

European Commission » SFC » SFC2014-FO » Utilities » Access requests

Strategic planning  Programming  Application (EGF) Commission decizion  Monitoring  Execution  Final report (EGF)  Audit  Utilities

Search 61973400 (n0031hgn). * !

@Help

If the request is processed...

If the request is processed, the status becomes PROCESSED and two automatic e-mails are sent:
e One e-mail to the MS liaison or MS liaison Deputy who created the request containing:
o Alink with the request identifier (ID) to view the processed request.
e One mail to the concerned user containing:

o The access details and roles and permissions granted for each node.

If the request is returned (not processed)...
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If the Support team detects problems or missing information, or if the user appears to exist already, the status
becomes RETURNED and one e-mail is sent to the MS liaison or MS liaison Deputy with an explanation on the
reason for returning.

The MS liaison (deputy) can:
e Correct the request and send it again or

e Cancel the request

Update existing account for web user

You can create a request to update (modify) a user if any information must be updated:
e the user information (personal details);
e the node(s) the user should have access to;

e the roles and permissions needed;

And to re-activate a disabled user account.

Ensure that you have all necessary information about the user. The request

BEFOREY TART
0 ous must be created and sent in a single operation!

Modify
personal
information
of the user

Request is

Select the Send the Processed,

Modify roles
and

permissions

type of

request Returned or
request

Cancelled

* only for multi-node countries

Select the type of request
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1. Onthe menu UTILITIES > ACCESS REQUESTS click on the icon to create a new Access Request.

European Commission » SFC » SFC2014-FO » Utilities » Access requesis

Strategic planning  Programming  Application (EGF) Commission decision Monitoring  Execution  Final report (EGF)  Audit Employment status (EGF)  »

Search Create new access request

1. Select Action

@Help
Requester

Creafe new account for web user

Creafe new sccount for certificate

2)
® Updste existing account for web user (’D est Teg T

Test Testing (n0031hgn) - test testing sfc2014@gmail.com

Update existing account for certificate

2. The wizard appears. Select the action UPDATE EXISTING ACCOUNT FOR WEB USERQ}.
3. Enterthe first name of the user in the blank field that appears next to the selected type of request and select
the user you want to update from the list displayed@.
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European Commission » SFC » SFC2014-FO » Utilities » Access requests

Strategic planning  Programming Application (EGF) Commission decision  Monitoring  Execution  Final report (EGF)  Audit  Employment status (EGF)  »

| Search | Create new access request x

1. Select Action
[FR———

@Help
Requester

Create new account for web user

Creafe new account for certificate

® Updste existing account for web user Test Testing (n0031hgn) - test testing sfc2014@agmail.com v

Update existing account for certificate
Dizable existing account for web user
Dizable existing account for cerfificate
Renew cerlificate

Grant access fo an existing web user managed by another Member State liaizson

Cancel Next
\— J

4. After having selected the user, click NEXT@).

The fields with a down-arrow contain a 'drop-down' list. To select the user you want to create the
request for, you can either:

. enter the (first letters of) the user's first name @ and select the user from the list @

TIP Testlgg_l('r) v )

Test Testing (n0031hgn) - test testing sfc2014(@gmail conm i~

. or you can click on the down-arrow‘"l]I and select the user from the list directly. The grey

section on the bottom of the list shows the total number of values the list contains"‘-gjl . For example
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1-9/17 means that the list contains 17 values of which the values 1 until 9 are displayed. Click on the

¥

arrow@jl to go to the following ones.

\@gmail.com
pa.eu

Jil.com
jil.com

FIanZsWErmAJETZRTY (weEpial) - COiaa. o ’ 3

Modify the user information

The EDIT USER INFORMATION screen appears.
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European Commission » SFC » SFC2014-FO » Utilities » Access requesis

Strategic planning  Programming  Application (EGF) Commission decision Monitoring Execution  Final report (EGF)  Audit Employment status (EGF)  Utiliies  Evaluation Closure  Anti-fraud

Search Create new access request
1. Select Action 2. Edit User Information
New Action:  Update
ECAS-wid:  n0031hon Get user info:
First name: * | Test Lastname: * | Testing
Email: * |testiesiing sfc2014@gmail.com = 00000000000

test.iesiing sfc2014@gmail.com

* | Minisierio dell'economia e delle finanze

Ministry of Economy and Finance

Male -
Preferred langusge- | English - Programme manager
Via Venti Settembre, 97, 00187, Roma
Country: | Italy -
Comments:
Reset

. Cancel JL Back J Nextkzj

5. Modify the requested information if necessary\!r-)I .

You can modify the information on the user or you can skip this step by clicking NexT. The following information
can be modified.

Fields marked with an asterisk (*) are mandatory:
e  First Name*
e Last Name*
e Email*
e Business Phone*
e Alternative Email
e Mobile Phone
e Organisation name*
e Organisation name (EN)
e Gender
e Preferred language (for the notifications)

e Function (within the organisation)
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e Address
e Country

e Comments

-

6. Click NEXT to continue@-f’

You can click BACK to go back to the previous step or click CANCEL to cancel the creation of the whole request.

IMPORTANT The ECAS-uid cannot be modified!
You can click on the button Get User Info to retrieve the details of the user from ECAS. Clicking
on this button will update the First name, Last name, Email, Business Phone, Organisation
IMPORTANT | @Mme and Address from ECAS for the current ECAS-uid. Clicking on the Get User Info button
will overwrite the current information in SFC2014 with the information from ECAS! Please
make sure that the information in ECAS for that user is up to date! If not, please ask the user
to update the information in his/her ECAS account first.

Modify nodes (only for multi-node countries)

This step is only available for the MS liaison (deputy) from countries having a multi-node
IMPORTANT | structure. For countries with a single node structure (this step is skipped by the wizard! You
can continue to the following chapter.

You can modify the nodes the user will have access to. In case you only want to modify roles and permissions,
you can skip this step by clicking NEXT.
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European Comm

Strategic planning  Programming  Application (EGF) Commission decision Monitering Execution  Final report (EGF) Audit Employment status (EGF) Utilities  Ewvaluation Closure  Anti-fraud

Search Create new access request x

1. Select Action 2. Edit User Information 3. Select Node(s)

Nodes { ‘"?’\ Grant access fo the Node(s)
T Italy @) & IT07 - Lazio

ITO1 - Abruzzo ITOS - Liguria,
IT02 - Basilica =
ITO2 - Calabria

IT04 - Campania

IT05 - Emilia

ITOG - Friuli

ITO9 - Lombardi

IT12 - Marche

IT13 - Molise

IT14 - Piemonte

IT15 - Puglia

IT16 - Sardegna

IT17 - Sicilia

IT1& - Toscana

IT19 - Bolzano

IT20 - Trento

IT21 - Umbria

IT22 - Veneto

IT26 - Aosta

IT31 - PO ltalia-Francia Frontiera Marittima
IT32 - PO lialia-Francia Alpi (ALCOTRA) - -

Cancel Back Next

7. The Select Node(s) window shows the current User Profile Node(s) on the right pane”"l}.
8. To add another Node select the Node from the left pane (AVAILABLE NODES)@ .
9. Click the right-arrow button in the middle of the panesi-gljl

European Commi Access request

Strategic planning Programming  Application (EGF) Commission decision Monitoring Execution  Final report (EGF) Audit Employment status (EGF) Utilities Evaluation Closure  Anti-fraud

Search Create new access request X

1. Select Action 2. Edit User Information 3. Select Node(s)

@Help

Available Nodes Grant access [o the Node(s)
IT - ltaly | 3> |ITOZ-Basilica
IT01 - Abruzze =—=]ITO7 - Lazio
1T03 - Calabria << 1IT03 - Liguria 4
IT04 - Campania
1T05 - Emilia
ITOG - Friull
IT09 - Lombardi
IT12 - Marche
IT13 - Molise
IT14 - Fiemonte
IT15 - Puglia
IT16 - Sardegna
IT17 - Sicilia
IT12 - Toscana
IT19 - Bolzano
IT20 - Trento
IT21 - Umbria
IT22 - Veneto
IT26 - Aosta
IT31 - PO ltalia-Francia Frontiera Marittima
IT32 - PO ltalia-Francia Alpi (ALCOTRA)
IT33 - PO ltalia-Svizzera - -

o)
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10. The node is added to the pane on the right side@.

Repeat these steps for each node you want to add.

11. When finished, click NEXT to go to the next step"‘-?-"jl

TIP

To remove a node from the list in the right pane, select the node and click on the left-arrow
button.

European Commission » SFC » SFC2014-FO » Utilities » Access requests

Strategic planning i pplication (EGF)  Commission decision Execution Final report (EGF) Audit Employment status (EGF) Utilities Evaluation Closure Anti-fraud

Search | Create new access request X

1. Select Action 2. Edit User Information 3. Select Node(s)

Available Nodes
IT - Italy o | .

IT01 - Abruzzo e T07 - Lazio
(éTj IT08 - Liguria

1703 - Calabria

IT04 - Campania

1T05 - Emilia

IT06 - Friuli

1709 - Lombardi

IT12 - Marche

1T13 - Molise

IT14 - Piemonte

IT15 - Puglia

IT16 - Sardegna

IT17 - Sicilia

IT18 - Toscana

IT19 - Bolzano

1T20 - Trento

IT21 - Umbria

IT22 - Veneto

IT26 - Aosta

IT31 - PO ltalia-Francia Frontiera Maritima
1T32 - PO Italia-Francia Alpi (ALCOTRA)
IT33 - PO ltalia-Svizzera -

Cancel Back Next

Modify the user's roles and permissions

You can modify the roles and permissions for the user or you can skip this step by clicking NEXT.

The GRANT ROLES screen appears. You can check additional roles or you can uncheck roles that are no longer

needed.

If you manage several nodes and you have selected more than 1 node for the user in the previous screen you
will have to grant roles and permissions for each node separately and thus select each of the nodes first.

IMPORTANT

The USM automatically detects incompatible roles. The roles that are incompatible with the
role you selected are greyed. You cannot select these.
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Example: You select "MS Managing Authority ESF Send". The roles, "MS Certifying Authority
ESF Send" and "MS Audit Authority ESF Send", "MS Certifying Authority FEAD Send", "MS Audit
Authority FEAD Send", "MS Certifying Authority YEI Send" and "MS Audit Authority YEI Send"
are greyed.

European Commission » SFC » SFC2014-FO » Utilities » Access requests

Strategic planning Programming  Application (EGF) Commission decision  Monitoring Execution  Ulilities  Anti-fraud  Closure  Fina

Search Create new access request

1. Select Action 2. Edit User Information 3. Select Node(s) 4. Grant Roles
e ————

@Help

Nods |IT07 - Lazio - ( D

SFC2014-FO (AGRI)
SFC2014-FQ [EMPL)
SFC2014-FO (HOME)
SFC2014-FO [MARE)

| SFC2014-FO {REGIO}( ‘QD

OLE FUND ROLE DESCRIFTION
kgq)SAAR CF MS Audit Authority Read Only
MSAAS CF MS Audit Authority Send
MSAAU CF MS Audit Authority Update
MSAR CF MS Authority Read Cnly
MSAS CF MS Authority Send
MSAL CF MS Authority Update
MSCAR CF MS Cerfifying Authority Read Only
MSCAS CF MS Cerlifying Authority Send
MSCAU CF MS Cerlifying Authorty Update
MSMAR CF MS Managing Authority Read Only
7 MSMAS CF MS Managing Authority Send
MSMAU CF M5 Managing Authority Update
MSAAR ERDF MS Audit Authority Read Only
MSAAS ERDF MS Audit Authority Send

12. Select the node (if you have selected more than 1 node in the previous screen)U-}.
13. Open the fund(s)@.
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14. Tick the boxes to select the additional roles and permissions you want to grant or uncheck the boxes of the

S
roles that are no longer needed' .

15. Once you've flagged the roles on each Node and for each fund click NEXT to get to the final step (reviewing
R

and sending the request to the Commission)’k‘:'f".

Send the request to the SFC2014 Support team

After modifying the User Information, nodes, roles and permissions to grant, you are ready to send the request
to the SFC2014 Support team.

The overview of your request is shown. You see:
e The user information you entered.
e The roles and permissions you selected to be granted for the selected nodes.

e Before sending the request you can click BACK to go back to the previous step or click CANCEL to cancel
the creation of the whole request.
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European Commission » SFC » SFC2014-FO » Utilities » Access requests

Strategic planning  Programming  Application (EGF) Commission decision  Monitoring  Execution  Utilities  Anti-fraud  Closure  Final report (EGF)  Aut

| Search | Create new access request x
1. Select Action 2. Edit User Information 3. Select Mode(s) 4. Grant Roles 5. Confirm
ettt
@Help
Reguester: Thomas Curelea (n002ydbn) Status: New
ECAS-uid: n0031hgn Action: Update
First name: Test Last name: Testing
ECAS username: n0031hgn ECAS Domain: external
Email: test.testing sfc2014@gmail. com Business phones: 00000000000
Alternafive email: test.testing sfc2014@omail. com Nobile phone
Organization name: Ministerio dell'sconomia e delle finanze Organization name (EN): Ministry of Economy and Finance
Organization email: Gender: Male
Freferred languages: English Function: Programme manager
Comments: Address: Via Venti Settembre, 97, 00187, Roma
Country: ltaly
NODE ROLE GRANTED ROLE DESCRIPTION FUND
ITO7 MSMAR MS Managing Authority Read Only CF
ITO7 MSMAS MS Managing Authority Send (7
IT0S MSMAS MS Managing Authority Send CF
Cancel | Back |

16. Click the button FINISH to send the request to the SFC2014 Support team{ﬁ.
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Confirm operation

Are vou sure you want to send the request to the
Commission?

17. Click YES to confirm®.
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European Commission » SFC » SFC2014-FO » UMilities » Access requests

Strategic planning  Programming  Application (EGF) Commission decision Monitoring Execution Utilities  Anfi-fraud  Closure  Final report (EGF)  Aud
Search 62043700 (n0031hgn) *
3¢ Cancel (E Print
@Help
- Thomas Curelea (n002ydbn) Status: Sent
- n0031hgn 1. Update
Firzt name: Test Info: : Testing
ECAS username: n0031hgn Process executed with success! in: external
Email: test.testing.sfc2014@gmail.com 00000000000
Alternafive email: test.testing.sfc2014@gmail.com fes Mobile phone
Qrganization name: Ministerio dell’'economia e delle finanze Crganization name (EN): Ministry of Economy and Finance

Organization email:

Gender: Male
Freferred languages: English Function: Programme manager
Address. Via Venti Settembre, 97, 00187, Roma

Comments.

Country: Italy

NODE ROLE GRANTED ROLE DESCRIPTION

ITo7 MSMAR MS Managing Authority Read Only
ITO7 MSMAS MS Managing Authority Send

ITOS MSMAS MS Managing Authority Send

Once the request is sent, the system attributes a unique identifier number (ID) to the request. The status of the
request is SENT.

The request can now be processed by the SFC2014 Support team. If there are mistakes or other issues, the
request is returned to you by the SFC2014 Support team.

If the request is processed...

If the request is processed, the status becomes PROCESSED and two automatic e-mails are sent:

e One e-mail to the MS liaison or MS liaison Deputy who created the request containing:
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o Alink with the request identifier (ID) to view the processed request.
e One mail to the concerned user containing:

o The updated access information.

If the request is returned (not processed)...

If the Support team detects problems or missing information the status becomes RETURNED and one e-mail is
sent to the MS liaison or MS liaison Deputy with an explanation on the reason for returning.

The MS liaison (deputy) can:
e Correct the request and send it again or

e Cancel the request

Granting access to a web user managed by another MS liaison

This option is only available for the MS liaisons dealing with cross-border programmes and for the MS liaisons of
countries having a different MS liaison for each fund, region or community.

Using this type of request, you can grant roles and permissions to a user that exists already in the system but is
managed by another MS liaison (this means that the user has roles and permissions on (a) node(s) different from
the nodes(s) you manage).

When you grant access to a user, SFC2014 creates a new "profile" for this user. The user can then choose between
the different profiles he or she has to connect to (one profile per node).

Ensure that you have all necessary information about the user. The request

BEFORE YOU START . . .
must be created and sent in a single operation.
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Request is
Send the Processed,

Select the Grant roles

Select
nodes*

and
permissions

type of
request

request Returned or
Cancelled

* only for multi-node countries

Select the type of request you want to create

1. On the menu UTILITIES > ACCESS REQUESTS click on the icon @ to create a new Access Request.

European Commission » SFC » SFC2014-FO » Utilities » Access requests

Strategic planning Programming  Application (EGF) Commission decision  Monitoring Execution  Final report (EGF)  Audit Employment status (EGF) Evaluation Closure  Antifraud  Utilities

| Search | Create new access request x|
|

1. Select Action

@Help
Requester

" Create new account for web user
" Create new account for certificate
U Update existing account for web user
 Upaate existing account for certificate
 Disable existing account for web user
 Disable existing account for certificate

" Renew certificate

® Grant access to an existing web user managed by another Member State HEISQ [HSE‘F -
test user (wW0050131) - w0050131@ext.ec.europa.eu

User 1 Testing (nstegnth) - sfic2014.user@gmail.com

User 3 Testing (ntesuron) - s7c2014.user@hotmail.com - ) -
User 2 Testing (niesuers) - sfc2014 user@hotmail. com

USer 4 Tesfing (ntesursi) - sfc2014 user@hotmail.com

2. The wizard appears. Select the action GRANT ACCESS TO AN EXISTING WEB-USER MANAGED BY ANOTHER

MEMBER STATE LIAISONU-).
3. Enterthe first name of the user in the blank field that appears next to the selected type of request and select

the user you want to grant access to from the list displayed@}.
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European Commission » SFC » SFC2014-FO » Utilities » Access requests
Strategic planning  Programming  Application (EGF) Commission decision  Monitoring  Execution  Final report (EGF)  Audit  Employment status (EGF)

Evaluation Closure Anti-fraud  Utilities

Search Create new access request x

1. Select Action
I

@Help
Requester

Create new account for web user

Create new sccount for cerificate

ember State lisison Uszer 1 Testing (nstegnth) - sfc2014.user@gmail.com

4. After having selected the user, click NEXT'@-}.

As this user is managed by another MS liaison, you cannot modify the User information. This

INFO step is therefore skipped by the wizard.

Select Node(s) (only for multi-node countries)

This step is only available for the MS liaison (deputy) from countries having a multi-node
IMPORTANT | structure. For countries with a single node structure this step is skipped by the wizard! You can
continue to chapter 3.4.3.

You must define the node(s) the user will have access to. As there are different nodes within your country, the
user probably needs only access to one or some of them, so you must specify this.
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European Commission » SFC » SFC2014-FO » Utilities » Access requests

Strategic planning  Programming  Application (EGF)  Commission decision  Monitoring  Execution  Final report (EGF)  Audit  Employment status (EGF)  Evaluation Closure  Antiraud  Utilities

Search Create new access request x

1. Select Action 2. Edit User Information 3. Select Node(s)

@Help

Available Nodes Grant access (p-the Node(s)
IT02 - Basilica Q) N
ITO3 - Calabria

IT04 - Campania <<
ITOS - Emilia @
ITOG - Friuli

ITO7 - Lazio

ITOS - Liguria

ITO9 - Lombardi

IT12 - Marche

IT13 - Molise

IT14 - Piemonte

IT15 - Puglia

IT16 - Sardegna

IT17 - Sicilia

IT18 - Toscana

IT19 - Bolzano

IT20 - Trento

IT21 - Umbria

IT22 - Veneto

IT26 - Aosta

IT31 - PO Ifalia-Francia Frontiera Marittima
IT32 - PO lialia-Francia Alpi (ALCOTRA) -

Cancel Back Next \;

On the select nodes window, select the node from the left pane (AVAILABLE NODES) ‘1}

5.
6. Click the right-arrow button in the middle of the panes @}
7. The node is added to the pane in the right @
8. Repeat these steps for each node you want to add.
9. When finished, click NEXT to go to the next step @
TIP To remove a node form the list in the right pane, select the node and click on the left-arrow button.
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European Commission » SFC » SFC2014-FO » Utilities » Access requests

Strategic planning  Programming  Application (EGF) Commission decision  Monitoring  Execution  Final report (EGF)  Audit Employment status (EGF)  Evaluation Closure  Anti-fraud  Utliies

Search | Create new access request x

1. Select Action 2. Edit User Information 3. Select Node(s)

Available Nodes Grani access to the Node(s)

IT02 - Basilica & »» | IT-Ialy

IT03 - Calabria - =1 IT01 - Abruzzo
IT04 - Campania NP

IT05 - Emilia

ITO6 - Friuli

IT07 - Lazio
IT08 - Liguria
IT09 - Lombardi

IT12 - Marche

IT13 - Molise

IT14 - Piemonte

IT15 - Puglia

IT16 - Sardegna

IT17 - Sicilia

IT18 - Toscana

IT19 - Bolzano

IT20 - Trento

IT21 - Umbria

IT22 - Veneto

IT26 - Aosta

IT31 - PO lialia-Francia Frontiera Marittima
IT32 - PO Halia-Francia Alpi (ALCOTRA) -

Cancel Back Next

Grant roles and permissions

The GRANT ROLES screen appears. On this screen you can select the roles and permissions you want to grant for
this user on the node(s) you selected in the previous step.

The USM automatically detects incompatible roles. The roles that are incompatible with the
role you selected are greyed. You cannot select these.

ImporTANT | EXample: You select "MS Managing Authority ESF Send". The roles, "MS Certifying Authority
ESF Send" and "MS Audit Authority ESF Send", "MS Certifying Authority FEAD Send", "MS Audit
Authority FEAD Send", "MS Certifying Authority YEI Send" and "MS Audit Authority YEI Send"
are greyed.

10. If you are dealing with a multi-node country, you first must select each of the nodes you chose in the previous
step:
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European Comi M » AcCcess requests

Strategic planning  Programming  Application (EGF) Commission decision Monitoring Execution  Final report (EGF)  Audit Employment status (EGF) Evaluation Closure  Anti-fraud  Utilities

Search Create new access request x

1. Select Action 2. Edit User Information 3. Select Noda(s) 4. Grant Roles
@Help
ode [T - ttaly 2]
SFC2014-FO (AGRI) @
ROLE FUND ROLE DESCRIPTION
MSPAR EAFRD MS Accredited Paying Agency Read Only
MSPAS EAFRD MS Accredited Paying Agency Send

If you are dealing with a single-node country, the node is automatically displayed.

European Commission = SFC » SFC2014-FO » Ufiliies = Access requests

ic planning  Pr i ion (EGF) C ission decision  Monitoring Execution Ufilities Anti-fraud  Final report (EGF)  Audit Employment status (EGF) Evaluation Closure

Search Create new access request

SFC2014-FO (MARE)
1

ROLE FUND ROLE DESCRIFTICN

@j_ MSAAR CF MS Audit Authority Read Only
MSAAS CF M5 Audit Authority Send
MSAAL CF MS Audit Authority Update
MSAR CF MS Authority Read Only
MSAS CF MS Authority Send
MSAL CF MS Authority Update
MSCAR cF MS Cetifying Authority Read Only
MSCAS CF MS Certifying Authority Send
MSCAU CF MS Certifying Authority Update

< |MSMAR CF MS Managing Authority Read Only

MSMAS CF MS Managing Autherity Send
MSMAL CF MS Managing Authority Update
MSAAR ERDF M5 Audit Authority Read Only
MSAAS ERDF MS Audit Authority Send
MSAAU ERDF MS Audit Authority Update
MSAR ERDF M35 Authority Read Only
MSAS ERDF MS Authority Send
MSAU ERDF MS Authority Update
MSCAR ERDF MS Certifying Authority Read Only
MSCAS ERDF MS Certifying Authority Send
MSCAU ERDF MS Certifying Authority Update
MSMAR ERDF MS Managing Authority Read Only
MSMAS ERDF PS5 Managing Autherity Send
MSMAL ERDF M5 Managing Authority Update

Cancel Back
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™
11. Click on the fund to display the list of roles ‘U For each fund tick the boxes to select the roles and

o
permissions you want to grant 2,

1
12. Click NEXT to get to the final step (reviewing and sending the request to the Commission) ©)

You can click BACK to go back to the previous step or click CANCEL to cancel the creation of the whole request.

Send the request to the SFC2014 Support team

After having selected the nodes and the roles and permissions to grant, you are ready to send the request to the
SFC2014 Support team.

The overview of your request is shown. You see:
e The user information.
e The roles and permissions you selected to be granted for the selected nodes.

e Before sending the request you can click BACK to go back to the previous step or click CANCEL to cancel
the creation of the whole request.
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European Commission » SFC » SFC2014-FO » Ui

» Access requests

Strategic planning  Programming  Application (EGF) Commission decision Monitoring Execution  Utilities  Anfi-fraud Closure  Evaluation Employment status (EGF)  Audit

| Search | Create new access request x

1. Selact Action 2. Edit User Information 3. Select Mode(s) 4. Grant Roles 5. Confirm

@Help
Requester: Thomas Curelea (n002ydbn) Status: New
ECAS-uid: nstegnth Action: Grant
First name: User 1 Last name: Tesfting
ECAS usemame: testnvs ECAS Domain: external
Email: sic2014.user@gmail.com Business phone: 0
Alternative email: sfc2014.user@gmail.com Mobile phone: 0
Organis - 0 Organization name (EN): 0
Organ Gender: Female
Preferred languags: English Function: 0
Comments. Address: 0
Country: Spain
NODE ROLE GRANTED ROLE DESCRIFTION
IT MSMAR MS Managing Authority Read Only
IT MSAS MS Authority Send
ITo1 MSMAR MS Managing Authority Read Only
Cancel Back 1

13. Click the button FINISH to send the request to the SFC2014 Support team @©
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Confirm operation

Are you sure you want to send the request to the Commission?

QE=ow

14. Click YES to confirm @
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European Commission » SFC » SFC2014-FO » Utilities » Access requests

Strategic planning Programming Application (EGF) Commission decision Monitoring Execution  Utilities  Anti-raud  Closure  Evaluation  Employment status (EGF)  Audit

Search 62043707 (nstegnth) =

¢ Cancel (5} Erint

@ Help

ster: Thomas Curelea (n002ydbn)

tus: Sent

1: Grant

e Testing

testnvs [t

Email: sfc2014.user@agmail.com Process executed with success!

Alternative email. sfc2014.user@gmail com

ranization name: 0

Gender: Female
Preferred language” English Function- 0

Comments. Address: 0

Country: Spain

NODE ROLE GRANTED ROLE DESCRIFTION
IT MSMAR MS Managing Authority Read Only
IT MSAS MS Authority Send
ITo1 MSMAR MS Managing Authority Read Only

Once the request is sent, the system attributes a unique identifier number (ID) to the request. The status of the
request is SENT.

The request can now be processed by the SFC2014 Support team. If there are mistakes or other issues, the
request is returned to you by the SFC2014 Support team.

If the request is processed...

If the request is processed, the status becomes PROCESSED and two automatic e-mails are sent:
e One e-mail to the MS liaison or MS liaison Deputy who created the request containing:

o Alink with the request identifier (ID) to view the processed request.

e One mail to the concerned user containing:
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o The existing roles and permissions (the ones the user had already from the other MS liaison) and
the roles and permissions granted by you on your node (s). For each node, there will be a profile

the user can choose when connected to SFC2014.

If the request is returned (not processed)...

If the Support team detects problems or missing information, the status becomes RETURNED and one e-mail is
sent to the MS liaison or MS liaison Deputy with an explanation on the reason for returning.

The MS liaison (deputy) can:

e Correct the request and send it again or

e Cancel the request

Disabling a web user

When a user no longer needs access to SFC2014 the MS liaison (and deputies) can create a request to disable
(deactivate) the user.

Select the type of

Send the request Request is Processed,

request Returned or Cancelled

IMPORTANT

If you request for disabling a user that has roles and permissions granted by another MS liaison,
the USM will only deactivate the user profile corresponding to the nodes, roles and
permissions you manage. However, the user remains active for the other MS liaison (deputy)
who deals with the user.

The user only becomes totally inactive when ALL MS liaisons dealing with this user have
requested the deactivation of the user.
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Select the type of request you want to create

1. Onthe menu UTILITIES > ACCESS REQUESTS click on the icon & to create a new Access Request.

European Commission » SFC » SFC2014-FO » Utilities » Access requesis

Strategic planning Programming  Application (EGF) Commission decision Monitoring Execution Final report (EGF) Audit Employment status (EGF) Evaluation  Utilities

Search Create new access request x

1. Select Action
——

@Help
Requester

Create new account for web user

Create new account for cerificate

Update existing account for web user

Update existing account for certificate

®) Disable existing account for web user (1 ) |tESt tesq -

Test Testing (n003 1han) - test testing sfc2014(@gmail.com

Renew certificate

Grant access to an existing web user managed by another Member State liaison

Cancel Next

2. The wizard appears. Select the action DISABLE EXISTING ACCOUNT FOR WEB USERU-).
3. Enter the first name of the user in the blank field that appears next to the selected type of request and select

the user you want to disable from the list displayed@.
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4-FO » Utilities » Access requests

Strategic planning  Programming  Application (EGF) Commission decision Monitoring Execution  Final report (EGF) Audit Employment status (EGF) Evaluation Utilities

Search Create new access request x

1. Select Action
—

@Help
Requester

Create new account for web user

Create new account for cerfificate

Update existing account for web user

Update existing account for certificate

®) Disable existing sccount for web user Test Testing (n0031hgn) - testtesting.sfc2014@amail.com -

Disable exisfing account for certificate
Renew certificate

Grant access to an exislting web user managed by another Member State liaison

4. After having selected the user, click NEXT@.

As this user will be deactivated, it is not necessary to modify or remove the User information or

INF
0 the Roles and Permissions. These steps are therefore skipped by the wizard.

Send the request to the SFC2014 support team

The overview of your request is shown. You see:
e The user information and the nodes, roles and permissions the user currently has.

e Before sending the request you can click BACK to go back to the previous step or click CANCEL to cancel
the creation of the whole request.
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European Commission » SFC » SFC2014-FO » Utilities » Access requests

Strategic planning Programming Application (EGF) Commission decision Monitoring Execution  Final report (EGF) Audit Employment status (EGF)  Utilities A

| Search | Create new access request

1. Select Action 2. Edit User Information 3. Select Node(s) 4. Grant Roles 5. Confirm
S ——

@Help
Reguester: Thomas Curelea (n002ydbn) Status: New
ECAS-uid: n0031hgn Action: Disable
First name: Test Last name: Tesfing
ECAS username. n0031hgn ECAS Domain: external
Emsil: testtesting sfc2014@gmail. com Business phone: 00000000000
Alternative email: test.testing.sfc2014@amail. com Mobile phone
Organization name: Ministerio dell'economia e delle inanze Organization name (EN): Ministry of Economy and Finance
Organization email: Gender. Male
Preferred language: English Function: Programme manager
Comments: Address: Via Venti Settembre, 97, 00187, Roma
Gountry: Italy
HODE ROLE GRANTED ROLE DESCRIPTION
ITO7 MSMAR MS Managing Authority Read Only
ITO7 MSMAS MS Managing Authority Send
ITOS MSMAS MS Managing Authority Send

e ) (oo )
(_cancer ) _ack | |

5. Click the button FINISH to send the request to the SFC2014 Support team{-l).
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Confirm operation

Are you sure you want to send the request to the Commission?

6. Click YES to confirm®.

Once the request is sent, the system attributes a unique identifier number (ID) to the request. The status of the
request is SENT.

The request can now be processed by the SFC2014 Support team. If there are mistakes or other issues, the
request is returned to you by the SFC2014 Support team.

If the request is processed...
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If the request is processed, the status becomes PROCESSED and one e-mail is sent to the MS liaison or MS liaison
Deputy informing that the request has been processed successfully. No e-mail is sent to the user (as the user no
longer needs the account, the USM assumes the user doesn't expect to be notified).

If the request is returned (not processed)...

If the Support team detects problems or missing information the status becomes RETURNED and one e-mail is
sent to the MS liaison (deputy) with an explanation on the reason for returning.

The MS liaison (deputy) can:
e Correct the request and send it again or

e Cancel the request

Create a request for a new certificate

A certificate user account enables local information systems to authenticate when
communicating with SFC2014 through web-services.

Requests for certificate user accounts should only be created by countries using the web-

IMPORTANT .
services!

Unlike the web user accounts that access the application SFC2014 with a nominative ECAS
user account, certificate user accounts remain generic user accounts starting with w005...

You can request the creation of a new certificate when no certificate exists for the purposes you need to (i.e.
currently no other certificate exists for the same fund, node and with the same roles and permissions as the one
you want to request for).

e If a certificate exists but has expired, you can create a request to RENEW CERTIFICATE (see chapter 3.8).

e If the certificate exists but there are changes on the information of the user linked to the certificate or
in the IT contact person, you can request to UPDATE EXISTING ACCOUNT FOR CERTIFICATE (see chapter
3.7).
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Select the type of request

1. On the menu UTILITIES > ACCESS REQUESTS click on the icon ¥ to create a new Access Request:

European Commission » SFC » SFC2014-FO » Utiliies » Access requesis

Strategic planning  Programming  Application (EGF) Commission decision Monitoring  Execution  Final report (EGF) Audit Employment status (EGF) Evaluation Closure Antifraud Utilities
Search

@Help

Sent date.

1 search € Clear

Madd 4 Edit (%) Export
L Add record ACTION USER

EMAIL REQUESTER

STATUS SENT DATE LAST MODIFIED

The creation wizard appears:

Search Create new access request X

1. Select Action

& Help
Requester

(U Create new account for web user

I (®) create new account for certificate L1)

O Update existing account for web user
( :3' Update existing account for certificate
O pisaie existing account for web user
O pisable existing account for certificate

O Renew certificate

Cancel Next

2. Select the action CREATE NEW ACCOUNT FOR CERTIFICATE @ and click NExT @.
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Enter the user information

The EDIT USER INFORMATION screen appears:

Search Create new access request

1. Select Action 2. Edit User Information

& Help

Requester: [ eonardo Camarcio Lemes

Status:  New Action:  Create
O First name. = Last name. ~

Email: * Business phone: *

Alternative email: Mobile phone:

Organisation name: = - Organisation name (EN)
Organisafion email: Gender: v
Preferred language. - Function.

Country: - Address:

Comments:

3. Enter the requested information C!}
Fields marked with a red asterisk (*) are mandatory:
e ECAS-uid*
e  First Name*
e Last Name*
e Email*
e Business Phone*
e Alternative Email
e Mobile Phone
e Organisation name*
e Organisation name (EN)
e Gender
e Preferred Language (for the notifications)

e Function
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e Country

e Comments

You can click BACK to go back to the previous step or click CANCEL to cancel the creation of the whole request.
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4. Upload the Certificate file (.csr) and enter the IT Contact person data 2

IMPORTANT

Make sure to verify that your Certificate file (.csr) contains the following elements:

Distinguished Name string with the attributes: C=, ST=, L=, O=, OU=, CN=, emailAddress=

no blank included before or after each element of the Distinguished Name

none of the elements in the DN contains quotes

none of the elements in the DN contains a comma or a special character like" /", " & ",
"a"," A" etc. This is very important because it may block their internal system in

’

connecting to connect to SFC2014 .
the Public Key size equals 2048 bit
the Signature Algorithm is SHA256: Signature Algorithm: sha256WithRSAEncryption

Certificate

IT appiication name:

First name: *

Email: *

2 I
O csr il Select fife

IT contact person (Person to contact for technical-related questions)

Last name: *

Business phone: ™

Reset

Cancel Back I Nexlﬁﬁ

Fields marked with a red asterisk (*) are mandatory:

e .csrFile*

e First Name*

e Last Name*

e Email*
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Business Phone*

5. Click NEXT to continue.

This step is only available for the MS liaison (deputy) from countries having a multi-node
structure. For countries with a single node structure this step is skipped by the wizard! You can
continue to the chapter to Grant roles & permissions

IMPORTANT

Select node(s) (only for multi-node countries)

This step is only available for the MS liaison (deputy) from countries having a multi-node
structure. For countries with a single node structure this step is skipped by the wizard! You can
continue to the chapter to Grant roles & permissions

IMPORTANT

You must define the nodes the user will have access to. As there are different nodes within your country, the
user probably needs only access to one or some of them, so you must specify this.

European Commission » SFC » SFC2014-FO » Utilities » Access requests

Strategic planning  Programming Application (EGF) Commission decision Monitoring Execution  Final report (EGF) Audit Employment status (EGF) Evaluation Closure Anti-fraud  Utilities

Search Create new access reguest

1. Select Action 2. Edit User Information 3. Select Node(s)

@Help

Available Nodes {
e T TR e e

GRP19 - Greece (Maritime and Fisheries)

GRP20 - Greece (Technical Assistance)

HU - Magyarorszag

IT - Ifaly

Grant access o the Node(s)
IT07 - Lazio |
ITOS - Ligurial

3

S

1T -
102 -
IT03 -
1TO4 -
ITO5 -
ITO6 -
1T09 -
IT12 -
IT13 -
IT14 -
IT15 -
IT16 -
IT17 -
IT18 -
IT19 -
1T20 -
IT21-
1T

Abruzzo
Basilica
Calabria
Campania
Emilia
Friuli
Lombardi
Marche
Molise
Piemonte
Puglia
Sardegna
Sicilia
Toscana
Bolzano
Trento
Umbria

—Venefo

Cancel Back
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On the select nodes window, select the node from the left pane (AVAILABLE NODES) \1}.
Click the right-arrow button in the middle of the panels@.

. The node is added to the pane on the right side@.
. Repeat these steps for each node you want to add.

10. When finished, click NeXT to go to the next step@.

©® N o

To remove a node form the list in the right pane, select the node and click on the left-arrow button.

European Commission » SFC » SFC2014-FO » Utilities » Access requests

Strategic planning  Programming  Application (EGF) Commission decision Monitoring Execution  Final report (EGF) Audit Employment status (EGF) Evaluation Closure Anti-fraud  Utilities

Search = Create new access request x

1. Select Action 2. Edit User Information 3. Select Node(s)
@Help
Available Nodes Grani access fo the Node(s)
FR - France »»> | ITOT - Lazio
FR1GA - Région Guadeloupe 1T08 - Liguria
FR1GAE - Guadeloupe Etat ¥iE

FR1GY - Région Guyane

FR1GYE - Guyans Etat

FR1MA - Région Martinique

FR1MAE - Martinique Etat

FRIMAY - Mayotte Etat

FR1RE - Région Réunion

FR1REE - Réunion Etat

FR2AL - Région Alsace

FR2AQ - Région Aguitaine

FR2AL - Région Auvergne

FR2BN - Région Basse-Normandie
FR2BO - Région Bourgogne

FR2BR - Région Bretagne

FR2CA - Régien Champagne-Ardenne
FR2CE - Région Centre

FR2CO - Région Corse

FR2FC - Région Franche-Comté
FR2HN - Région Haute-Normandie
FR2IF - Région lle-de-France -

Cancel Back Next

Once the user has been created, each node defined for the user will become a profile. When connected in
SFC2014 the user has to choose the profile he/she wants to use and will have access to the node corresponding
to the profile selected.

Grant user's roles and permissions

The GRANT ROLES screen appears. On this screen you must select the roles and permissions you want to grant for
this user.
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The roles and permissions shown correspond to the roles and permissions related to the Funds for which the MS
liaison (deputy) can request access.

e EMPL: ESF - YEI - FEAD - IPA Component IV

e REGIO: ERDF - CF —ENI - IPA Component Il and Il
e MARE: EMFF

e AGRI: EAFRD - IPA Component V

e HOME: ISF - AMF

The roles and permissions are created on the Node for which the MS liaison (deputy) can request (or on each of
the nodes selected in previous step).

The USM automatically detects incompatible roles. The roles that are incompatible with the
role you selected are greyed. You cannot select these.

IMPORTANT | Example: You select "MS Managing Authority ESF Send". The roles, "MS Certifying Authority
ESF Send" and "MS Audit Authority ESF Send", "MS Certifying Authority FEAD Send", "MS Audit
Authority FEAD Send", "MS Certifying Authority YEI Send" and "MS Audit Authority YEI Send"
are greyed.

If you are dealing with a multi-node country, you must first select each of the nodes you have chosen in the
previous step.

European Commission » SFC » SFC2014-FO , Utilities » Access requests

Strategic planning  Programming  Application (EGF) Commission decision Monitoring Execution  Final report (EGF) Audit Employment status (EGF) Evaluation Closure Anti-fraud  Utilities

Search Create new access request x

1. Select Action 2. Edit User Information 3. Select Node(s) 4. Grant Roles

@Help

Nods |1T07 - Lazio

d:f;

ROLE FUND ROLE DESCRIFTION
MSPAR EAFRD MS Accredited Paying Agency Read Only

SFC2014-FO (AGRI)

MSPAS EAFRD MS Accredited Paying Agency Send

If you are dealing with a single-node country, the node is automatically displayed.
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FuND
MSAAR ERDF
ERDF
ERDF
ERDF
ERDF
ERDF
ERDF
ERDF
ERDF
ERDF
ERDF
ERDF

3 MS Audit Authodity Send

AIIRLIIIIRIS

=D

11. Click on the fund to display the list of roles \1) For each fund tick the boxes to select the roles and

permissions you want to grant @) The USM automatically detects incompatible roles. The roles that are
incompatible with the role you select are greyed. You cannot select these (see example below).

12. Click NexT to get to the final step (reviewing and sending the request to the Commission) @

You can click BACK to go back to the previous step or click CANCEL to cancel the creation of the whole request.

Send the request to the SFC2014 Support team

After having selected the nodes and the roles and permissions to grant, you are ready to send the request to the
SFC2014 Support team.

The overview of your request is shown. You see:
e The user information.
e The roles and permissions you selected to be granted for the selected nodes.

e Before sending the request you can click BACK to go back to the previous step or click CANCEL to cancel
the creation of the whole request.
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n » SFC » SFC2014-FO » Ui

European Commi s » Access requests

Anti-fraud 202 Utilities
Search | Create new access request X
1. Select Action 2. Edit User Information 3. Select Node(s) 4_ Grant Roles 5. Confirm
©@Help
Requester: Leonardo Camarcio Lemes (camarle) Status: New
ECAS-uid: Action: Create certificate user
First name: Xuxa Last name: Meneghel
ECAS usemame: ECAS Domain:
Email. Leonardo.Camarcio-Lemes@emplptm.eu Business phone: 64
Alternative email: Mobile phone:
Organisation name: AGRI Organisation name (EN):
Organisation email: Gender:
Preferred language: Function:
Comments: Address:
Country:
Certificate
cer file:

.csrFile; adcoesao.csr
Distinguished name: C=PT, ST=Lisbon, L=Lisbon, O=ADCoesao, OU=ADCoesao, CN=ADCoesao, emailAddress=agencia@adcoesao.pt

IT application name.

IT contact person (Person to contact for technical-related questions)

First name: Fulano
Last name: de tal
Email: leocamarcio@gmail.com

Business phone: 51

NODE ROLE GRANTED ROLE DESCRIPTION
EC ECOAR EC Operational Agent Read Only

Cancel Back Finish

13. Click the button FINISH to send the request to the SFC2014 Support team "-1)
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Confirm operation

Are you sure you want to send the request to the Commission?

14. Click YES to confirm @

European Comm

Strateqgic planning Programming  Application (EGF) Commission decision Monitoring Execution Ulilities  Anfi-fraud  Closure  Ewvaluation  Employment status (EGF)  Audit

> Search| 62043707 (nstegnth) x‘

¥ Cancel . () Print
@Help
Reguester: Thomas Curelea (n002ydbn) Status: Sent
ECAS-uid: nstegnth Action: Grant
First name: User 1
ECAS usemname: testnvs
Email: sic2014.user@omail.com
Alternative email: sic2014.user@omail.com
Organisation name: 0 ¥eS \nisation name (EN): 0
Organization email: Gender: Female
Preferred languags: English Function: 0
Comments: Address: 0
Country: Spain
NODE ROLE GRANTED ROLE DESCRIFTION
IT MSMAR MS Managing Authority Read Only
IT MSAS MS Authority Send
1701 MSMAR MS Managing Authority Read Only
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Once the request is sent, the system attributes a unique identifier number (ID) to the request. The status of the
request is SENT.

The request can now be processed by the SFC2014 Support team. If there are mistakes or other issues, the
request is returned to you by the SFC2014 Support team.

If the request is processed...

If the request is processed, the status becomes PROCESSED and two automatic e-mails are sent:
e One e-mail to the MS liaison or MS liaison Deputy who created the request containing:
o Alink with the request identifier (ID) to view the processed request.
e One mail to the concerned user containing:

o The existing roles and permissions (the ones the user had already from the other MS liaison) and
the roles and permissions granted by you on your node (s). For each node, there will be a profile
the user can choose when connected to SFC2014.

If the request is returned (not processed)...

If the Support team detects problems or missing information, the status becomes RETURNED and one e-mail is
sent to the MS liaison or MS liaison Deputy with an explanation on the reason for returning.

The MS liaison (deputy) can:
e Correct the request and send it again or

e Cancel the request

Update existing account for certificate

You can request for a modification of a certificate when the details of the user linked to the certificate have
changed, when the details of the IT contact person have changed or when you want to modify the node, roles or
permissions.
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e If your certificate has expired, you should create a request to RENEW CERTIFICATE (see chapter 3.8)

Select the type of request

1. Onthe menu UTILITIES > ACCESS REQUESTS click on the icon to create a new Access Request.

Search Create new access reguest x

1. Select Action
& Help
Requester
\_) Create new account for web user
\_) Create new accournt for certificate

\_) Update existing account for web user

(1 )=
® ypaate existing account for certificate I 2 '% )

O Disabie existing account for web user

Fabio Cossu (CN = EIP_Fabio_Cossu_EC_AGRI_ECOA_01) (w0059696) - Fabio. COSSU@ec europa.eu
Romain Wisniewski (CN=wisniro FOR TEST ONLY) (wisniro) - romain.wisniewski@ext ec.europa.eu

\_) Disable existing account for certificate

) Renew certificate

2. The wizard appears. Select the action UPDATE EXISTING ACCOUNT FOR CERTIFICATEK‘-D.
3. Enterthe first name of the user in the blank field that appears next to the selected type of request and select

the user you want to update from the list displayed@.
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& Help
Requester

O Greate new account for web user

O Greate new account for certificate

O update existing account for web user
® Update existing account for certificaie .Fablo Cossu (CN = EIP_Fabio_Cossu_EC_AGRI_ECOA_01) (wD059696) - Fabio. COSSU@ec europa.eu
O Disable existing account for web user

O Disable existing account for certificate

() Renew certificate

3
Cancel Next 1

4. After having selected the user, click NEXT@.

The fields with a down-arrow contain a 'drop-down' list. To select the user you want to create the
request for, you can either:

. enter the (first letters of) the user's first name @ and select the user from the list @
TestTes| (1 ) )
TIP Test Testing (n0031hgn) - test testing. sfc2014@gmail.com i~

o or you can click on the down-arrowﬂ)I and select the user from the list directly. The grey

section on the bottom of the list shows the total number of values the list contains@ . For example
1-9/17 means that the list contains 17 values of which the values 1 until 9 are displayed. Click on the

arrowi-g']I to go to the following ones.
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Modify the user information

The EDIT USER INFORMATION screen appears.

Search l Create new access request X
| i

1. Select Action 2. Edit User Information

0
@ Help

Requester.  Leonardo Camarcio Lemes (camarle)

Status:  New Action:  Update
First name: * | Fabio Last name: * | Cossu (CN = EIP_Fabio_Cossu_EC_AGRI_ECOA 01)
Email: =  Fabio.COSSU@ec.europa.eu Business phone: = | +32 229-86830
Alternative email: Mobile phone:
Organisation name: * | AGRI.DDG1.B.2 v Organisation name (EN):
Organisation email: Gender: -
Preferred language: - Function: | Policy Officer
Country: v Address:
‘Comments:
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.
5. Modify the requested information if necessary“lf .

You can modify the information on the user or you can skip this step by clicking NexT. The following information

can be modified.

Fields marked with an asterisk (*) are mandatory:

e First Name*

e Last Name*

e Email*

e Business Phone*

e Alternative Email

e Mobile Phone

e Organisation name*

e Organisation name (EN)

e Gender

e Preferred language (for the notifications)

e Function (within the organisation)

e Address

e Country

e Comments

6. Update the Certificate file (.csr) and update the IT Contact person data, if necessary 2

-,

IMPORTANT

Make sure to verify that your Certificate file (.csr) contains the following elements:

Distinguished Name string with the attributes: C=, ST=, L=, 0=, OU=, CN=, emailAddress=

no blank included before or after each element of the Distinguished Name

none of the elements in the DN contains quotes " " .

none of the elements in the DN contains a comma or a special character like" /", " & ",

a"," A" etc. This is very important because it may block their internal system in
connecting to connect to SFC2014 .
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e the Public Key size equals 2048 bit
e the Signature Algorithm is SHA256: Signature Algorithm: sha256WithRSAEncryption

Certificate

2 e -
O csr Fe Select file

IT application name.

IT contact person (Person to contact for technical-related questions)
First name: * Last name: *

Email: * Business phone: *

Reset

Cancel Back I Next i%

Fields marked with a red asterisk (*) are mandatory:
e .csrFile*
e  First Name*
e Last Name*
e Email*

e Business Phone*

7. Click NEXT to continue.

You can click BACK to go back to the previous step or click CANCEL to cancel the creation of the whole request.

L I
IMPORTANT The ECAS-uid cannot be modified!

You can click on the button Get User Info to retrieve the details of the user from ECAS. Clicking
on this button will update the First name, Last name, Email, Business Phone, Organisation
name and Address from ECAS for the current ECAS-uid. Clicking on the Get User Info button
will overwrite the current information in SFC2014 with the information from ECAS! Please
make sure that the information in ECAS for that user is up to date! If not, please ask the user
to update the information in his/her ECAS account first.

IMPORTANT
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Modify nodes (only for multi-node countries)

This step is only available for the MS liaison (deputy) from countries having a multi-node
IMPORTANT | structure. For countries with a single node structure (this step is skipped by the wizard! You
can continue to the following chapter.

You can modify the nodes the user will have access to. In case you only want to modify roles and permissions,
you can skip this step by clicking NEXT.

European Commission » SFC » SFC2014-FO » Utilities » Access requesis

Strategic planning  Programming  Application (EGF) Commission decision Monitoring  Execution  Final report (EGF) Audit Employment status (EGF)  Ulilities  Evaluation Closure  Anti-fraud

Search | Create new access request x

1. Select Action 2. Edit User Information 3. Select Node(s)

@Help

Available Nodes { 5\ Grant access fo the Node(s)
IT - taly l\g Ao e |imo7 - Lezio |

ITO1 - Abruzzo ITOS - Liguria

IT02 - Basilica =
IT0Z - Calabria

IT04 - Campania

IT05 - Emilia

ITO6 - Friuli

IT09 - Lombardi

IT12 - Marche

IT13 - Molise

IT14 - Piemonte

IT15 - Puglia

IT16 - Sardegna

IT17 - Sicilia

IT1& - Tescana

IT19 - Bolzano

IT20 - Trento

IT21 - Umbria

IT22 - Veneto

IT26 - Aosta

IT31 - PO ltalia-Francia Frontiera Marittima

IT32 - PO lializ-Francia Alpi (ALCOTRA) =

Cancel Back Next

8. The Select Node(s) window shows the current User Profile Node(s) on the right pane@.
9. To add another Node select the Node from the left pane (AVAILABLE NODES)@) .
10. Click the right-arrow button in the middle of the panes@
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European Comm

Strategic planning  Programming  Application (EGF) Commission decision Monitoring  Execution  Final report (EGF) Audit Employment status (EGF) Ulilities Evaluation Closure  Anti-fraud

| Search | Create new access request x

1. Select Action 2. Edit User Information 3. Select Node(s)

@Help

Available Nodes Grant access fo the Nodefs)
IT - ltaly | 3> |ITOZ2-Basilica
IT01 - Abruzze === ITO7 - Lazio
1T03 - Calabria << 1IT0S - Liguria 4
ITO4 - Campania

IT05 - Emilia

ITOG - Friuli

IT09 - Lombardi

IT12 - Marche

IT13 - Molise

IT14 - Piemonte

IT15 - Puglia

IT16 - Sardegna

IT17 - Sicilia

IT18 - Toscana

IT19 - Bolzano

IT20 - Trento

IT21 - Umbria

IT22 - Veneto

IT26 - Aosta

IT31 - PO ltalia-Francia Frontiera Marittima
IT32 - PO Htalia-Francia Alpi (ALCOTRA)
1T33 - PO ltalia-Svizzera - -

Cancel Back
—_—

11. The node is added to the pane on the right side'\-).

Repeat these steps for each node you want to add.

12. When finished, click NEXT to go to the next step

To remove a node from the list in the right pane, select the node and click on the left-arrow
button.

European Comm liies » Access requesls

Sirategic planning i pplication (EGF)  C i decision itori Execution  Final report (EGF) Audit Employment status (EGF)  Utilities Evaluation Closure  Anti-fraud

| Search | Create new access request X

1. Select Action 2. Edit User Information 3. Select Node(s)

@Help

/e Nodes
IT - Italy o | .

IT01 - Abruzzo
1T03 - Calabria <3
TIP o

T08 - Liguria

IT04 - Campania

1T05 - Emilia

1T06 - Friuli

1709 - Lombardi

IT12 - Marche

1T13 - Molise

IT14 - Piemonte

1T15 - Puglia

IT16 - Sardegna

IT17 - Sicilia

IT18 - Toscana

IT19 - Bolzano

1T20 - Trento

IT21 - Umbria

IT22 - Veneto

IT26 - Aosta

IT31 - PO ltalia-Francia Froniiera Marittima
1T32 - PO Italia-Francia Alpi (ALCOTRA)
lialia-Svizzera - -

Cancel Back Next
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Modify the user's roles and permissions

You can modify the roles and permissions for the user or you can skip this step by clicking NEXT.

The GRANT ROLES screen appears. You can check additional roles or you can uncheck roles that are no longer
needed.

If you manage several nodes and you have selected more than 1 node for the user in the previous screen you
will have to grant roles and permissions for each node separately and thus select each of the nodes first.

The USM automatically detects incompatible roles. The roles that are incompatible with the
role you selected are greyed. You cannot select these.

IMPORTANT | Example: You select "MS Managing Authority ESF Send". The roles, "MS Certifying Authority
ESF Send" and "MS Audit Authority ESF Send", "MS Certifying Authority FEAD Send", "MS Audit
Authority FEAD Send", "MS Certifying Authority YEI Send" and "MS Audit Authority YEI Send"
are greyed.
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European Commission » SFC » SFC2014-FO » Utilities » Access requests

Strategic planning Programming  Application (EGF) Commission decision  Monitoring Execution  Ulilities  Anti-fraud  Closure  Fina

Search Create new access request

1. Select Action 2. Edit User Information 3. Select Node(s) 4. Grant Roles
e ———

@ Help

Node |1TO7 - Lazio - ( D

SFC2014-FO (AGRI)

SFC2014-FO (EMPL)
SFC2014-FO (HOME)
SFC2014-FO (MARE)

| SFC2014-FO {REGI(:-}{ ‘QD
OLE FUND ROLE DESCRIPTION
_(3::}%& CF MS Audit Authority Read Only
MSAAS CF MS Audit Authority Send
MSAAU CF MS Audit Authority Update
MSAR CF MS Authority Read Only
MSAS CF MS Authority Send
MSAU CF MS Authority Update
MSCAR CF MS Cerfifying Authority Read Only
MSCAS CF MS Cerlifying Authority Send
MSCAU CF MS Cerlifying Authority Update
MSMAR (ClF MS Managing Authority Read Only
7 MSMAS CF MS Managing Authority Send
MSMALU (ClF MS Managing Authority Update
MSAAR ERDF MS Audit Authority Read Only
MSAAS ERDF MS Audit Authority Send

13. Select the node (if you have selected more than 1 node in the previous screen)u}.

14. Open the fund(s)@.
15. Tick the boxes to select the additional roles and permissions you want to grant or uncheck the boxes of the

roles that are no longer needed@.
16. Once you've flagged the roles on each Node and for each fund click NEXT to get to the final step (reviewing

and sending the request to the Commission)‘&}.
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Send the request to the SFC2014 Support team

After modifying the User Information, nodes, roles and permissions to grant, you are ready to send the request
to the SFC2014 Support team.

The overview of your request is shown. You see:
e The user information you entered.
e The roles and permissions you selected to be granted for the selected nodes.

e Before sending the request you can click BACK to go back to the previous step or click CANCEL to cancel
the creation of the whole request.

Search Create new access request x
1. Select Action 2. Edit User Information 3. Select Node(s) 4. Grant Roles 5. Confirm
& Help
Requester: Leonardo Gamarcio Lemes (camarle) Status. New
ECAS-uid: w00596896 Action. Update certificate user
First name: Fabio Last name: Cossu (CN = EIP_Fabio_Cossu_EC_AGRI_ECOA_01)
ECAS usemname: w0059696 ECAS Domain: eu.europa.ec
Emait: Fabio.COSSU@ec.europa.eu Business phone: +32 229-86830
Alternative email: Mobile phone:
Organisation name: AGRI.DDG1.B.2 Organisation name (EN):
Organisation email Gender:
Preferred language: Function: Policy Officer
Comments: Address:
GCountry
Certificate

Distinguished name: G=EC, ST=European Commissicn, L=Brussels, O=AGRI, OQU=AGRI EIP, CN=EIP_Fabio_Cossu_EC_AGRI_ECOA_01, emailAddress=Fabio.COSSU@ec.eurof

IT application name: EIP-AGRI website

IT contact person (Person to contact for technical-related questions)

First name: Tiziana
Last name: Genovese
Email: tiziana.genovese@eng.it

Business phone: +39 06 8759 4300

NODE ROLE GRANTED ROLE DESCRIPTION FUND
EC ECOAR EC Operational Agent Read Only EAFRD
EC ECOAR EC Operational Agent Read Only IPA(d)

1 3
Cancel Back £./Finish

17. Click the button FINISH to send the request to the SFC2014 Support team'\ﬁ.
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Confirm operation

Are you sure you want to send the request to the Commission?

2

@reslons

18. Click YES to confirm®.
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European Commission » SFC » SFC2014-FO » UMilities » Access requests

Strategic planning  Programming  Application (EGF) Commission decision Monitoring Execution Utilities  Anfi-fraud  Closure  Final report (EGF)  Aud
Search 62043700 (n0031hgn) *
3¢ Cancel (E Print
@Help
- Thomas Curelea (n002ydbn) Status: Sent
- n0031hgn 1. Update
Firzt name: Test Info: : Testing
ECAS username: n0031hgn Process executed with success! in: external
Email: test.testing.sfc2014@gmail.com 00000000000
Alternafive email: test.testing.sfc2014@gmail.com fes Mobile phone
Qrganization name: Ministerio dell’'economia e delle finanze Crganization name (EN): Ministry of Economy and Finance

Organization email:

Gender: Male
Freferred languages: English Function: Programme manager
Address. Via Venti Settembre, 97, 00187, Roma

Comments.

Country: Italy

NODE ROLE GRANTED ROLE DESCRIPTION

ITo7 MSMAR MS Managing Authority Read Only
ITO7 MSMAS MS Managing Authority Send

ITOS MSMAS MS Managing Authority Send

Once the request is sent, the system attributes a unique identifier number (ID) to the request. The status of the
request is SENT.

The request can now be processed by the SFC2014 Support team. If there are mistakes or other issues, the
request is returned to you by the SFC2014 Support team.

If the request is processed...

If the request is processed, the status becomes PROCESSED and two automatic e-mails are sent:

e One e-mail to the MS liaison or MS liaison Deputy who created the request containing:
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o Alink with the request identifier (ID) to view the processed request.
e One mail to the concerned user containing:

o The updated access information.

If the request is returned (not processed)...

If the Support team detects problems or missing information the status becomes RETURNED and one e-mail is
sent to the MS liaison or MS liaison Deputy with an explanation on the reason for returning.

The MS liaison (deputy) can:
e Correct the request and send it again or

e Cancel the request

Create a request for renewal of a(n) (expired) certificate

You can request for a renewal of a certificate when the existing one is about to expire or is expired (the validity
of a certificate is two years).

Select the type of request you want to create

1. Onthe menu UTILITIES > ACCESS REQUESTS click on the icon to create a new Access Request.
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Search | Create new access request X

1. Select Action

& Help
Requester

(O creste new account for web user
O Create new account for certificate
O Update existing account for web user
O Update existing account for certificate

() Disanle existing account for web user

() Disable existing account for certificate

1 2)
]

Fabio Cossu (CN = EIP_Fabio_Cossu_EC_AGRI_ECOA_01) (w0059696) - Fabio.COSSU@ec.europa.eu
Romain Wisniewski (CN=wisniro FOR TEST ONLY) (wisniro) - romain.wisniewski@ext ec europa_eu

< y

2. The wizard appears. Select the action RENEW CERTIFICATE "-1)
3. Enterthe first name of the user in the blank field that appears next to the selected type of request and select
the user you want to update from the list displayed'@'.

& Help
Reguester

\_) Create new account for web user

\_J) Create new account for certificate

O Update existing account for web user

O update existing account for certificate

O Disable existing account for web user

O Disable existing account for certificate

® Renew certificate Fabio Cossu (CN = EIP_Fabio_Cossu_EC_AGRI_ECOA_01) (w0059696) - Fabio.COSSU@ec.europa.eu v

Cancel

4. After having selected the user, click NEXT@).
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TIP

The fields with a down-arrow contain a 'drop-down' list. To select the user you want to create the

request for, you can either:

enter the (first letters of) the user's first name @ and select the user from the list @

Test Teg| ( 'r)

o or you can click on the down-arrow"‘-ﬂI and select the user from the list directly. The grey

section on the bottom of the list shows the total number of values the list contains"‘-gjri . For example
1-9/17 means that the list contains 17 values of which the values 1 until 9 are displayed. Click on the

arrow"‘-g']I to go to the following ones.

e L aA@gmail.com

wei wem W A e . #4)D3 e
- - - - ‘:‘ -
- P
. NP
- WD SR saigingil.com
- - W TR s @il cOM
T - ...".

e e LR

FIanz WEFRAJETZRTY (wepial) - cOiiaa
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The EDIT USER INFORMATION screen appears:

Search Create new access request

1. Select Action 2. Edit User Information

& Help

Requester: [ eonardo Camarcio Lemes

User and Security Module (USM) User manual

Status:  New Action:  Create
O First name. = Last name. ~
Email: * Business phone: *

Alternative email:
Organisation name. ™ -
Organisafion email:

Preferred language. -

Country: i

Comments:

Mobile phone:

Organisation name (EN).
Gender:

Funcion.

Address:

5. Update the requested information (if necessary) x_)

Fields marked with a red asterisk (*) are mandatory:

e ECAS-uid*

e  First Name*

e Last Name*

e Email*

e Business Phone*

e Alternative Email

e Mobile Phone

e Organisation name*

e Organisation name (EN)

e Gender

e Preferred Language (for the notifications)

e Function

1
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e Address
e Country

e Comments

You can click BACK to go back to the previous step or click CANCEL to cancel the creation of the whole request.
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6. Upload the Certificate file (.csr) to be renewed and update the IT Contact person data (if necessary) @

IMPORTANT

Make sure to verify that your Certificate file (.csr) contains the following elements:

Distinguished Name string with the attributes: C=, ST=, L=, O=, OU=, CN=, emailAddress=

no blank included before or after each element of the Distinguished Name

none of the elements in the DN contains quotes

none of the elements in the DN contains a comma or a special character like" /", " & ",
"a"," A" etc. This is very important because it may block their internal system in

’

connecting to connect to SFC2014 .
the Public Key size equals 2048 bit
the Signature Algorithm is SHA256: Signature Algorithm: sha256WithRSAEncryption

Certificate

IT appiication name:

First name: *

Email: *

2 I
O csr il Select fife

IT contact person (Person to contact for technical-related questions)

Last name: *

Business phone: ™

Reset

Cancel Back I Nexlﬁﬁ

Fields marked with a red asterisk (*) are mandatory:

e .csrFile*

e First Name*

e Last Name*

e Email*
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e Business Phone*

7. Click NEXT to continue.

Select node(s) (only for multi-node countries)

This step is only available for the MS liaison (deputy) from countries having a multi-node
IMPORTANT | structure. For countries with a single node structure this step is skipped by the wizard! You can
continue to the chapter to Grant roles & permissions

You must define the nodes the user will have access to. As there are different nodes within your country, the
user probably needs only access to one or some of them, so you must specify this.

European Commission » SFC » SFC2014-FO » Utilities » Access requests

Strategic planning  Programming  Application (EGF) Commission decision Monitoring Execution Final report (EGF) Audit Employment status (EGF) Evaluation Closure Anti-fraud  Utilities

Search Create new access request x

1. Select Action 2. Edit User Information 3. Select Node(s)

@Help

Available Nodes 2 Grant access to the Node(s)

ST e TeTTTTeTTY -
GRP19 - Greece (Maritime and Fisheries) - gg; _ t;zlz?\a
GRP20 - Greece (Technical Assistance) <

HU - Magyarorszag 3

IT - Ifaly

ITO1 - Abruzzo
IT02 - Basilica
IT03 - Calabria
IT04 - Campania
IT0S - Emilia
ITO6 - Friul

IT09 - Lombardi \D
IT12 - Marche
IT13 - Molise
IT14 - Piemonte
IT15 - Puglia
IT16 - Sardegna
IT17 - Sicilia
IT18 - Toscana
IT19 - Bolzano
1T20 - Trento
IT21 - Umbria
1122 - Venefo 71

Cancel Back

8. On the select nodes window, select the node from the left pane (AVAILABLE NODES) \1}
9. Click the right-arrow button in the middle of the panels@.

10. The node is added to the pane on the right side'@-}.
11. Repeat these steps for each node you want to add.
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12. When finished, click NeXT to go to the next step@.

To remove a node form the list in the right pane, select the node and click on the left-arrow button.

European Commission » SFC » SFC2014-FO » Utilities » Access requests

Strategic planning  Programming  Application (EGF) Commission decision Monitoring Execution  Final report (EGF) Audit Employment status (EGF) Evaluation Closure Antifraud  Utilities

Search Create new access request X

1. Select Action 2. Edit User Information 3. Select Node(s)
@Help
Available Nodes Grant access ta the Nodefs)
FR - France »> | ITO7 - Lazio

FR1GA - Région Guadeloupe

FR1GAE - Guadeloupe Etat
FR1GY - Région Guyane u
FR1GYE - Guyane Etat

FR1MA - Région Martinique

FR1MAE - Martinique Etat

FRIMAY - Mayoite Etat

FR1RE - Région Réunion

FR1IREE - Réunion Etat

FR2AL - Région Alsace

FR2AQ - Région Aguitaine

ITOS - Liguria

FR2AU - Région Auvergne

FR2BN - Région Basse-Normandie

FR2BQ - Région Bourgogne

FR2BR - Région Bretagne

FR2CA - Région Champagne-Ardenne

FR2CE - Région Centre

FR2CO - Région Corse

FR2FC - Région Franche-Comté

FRZHN - Région Haute-Normandie

FR2IF - Répgion lle-de-France -

Cancel Back Next

Once the user has been created, each node defined for the user will become a profile. When connected in
SFC2014 the user has to choose the profile he/she wants to use and will have access to the node corresponding
to the profile selected.

Grant user's roles and permissions

The GRANT ROLES screen appears. On this screen you must select the roles and permissions you want to grant for
this user.

The roles and permissions shown correspond to the roles and permissions related to the Funds for which the MS
liaison (deputy) can request access.

e EMPL: ESF - YEI - FEAD - IPA Component IV
e REGIO: ERDF - CF —ENI - IPA Component Il and IlI
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e MARE: EMFF
e AGRI: EAFRD - IPA Component V
e HOME: ISF - AMF

The roles and permissions are created on the Node for which the MS liaison (deputy) can request (or on each of
the nodes selected in previous step).

The USM automatically detects incompatible roles. The roles that are incompatible with the
role you selected are greyed. You cannot select these.

IMPORTANT | Example: You select "MS Managing Authority ESF Send". The roles, "MS Certifying Authority
ESF Send" and "MS Audit Authority ESF Send", "MS Certifying Authority FEAD Send", "MS Audit
Authority FEAD Send", "MS Certifying Authority YEI Send" and "MS Audit Authority YEI Send"
are greyed.

If you are dealing with a multi-node country, you must first select each of the nodes you have chosen in the
previous step.

European Commission » SFC » SFC2014-FO , Utilities » Access requests

Strategic planning Programming Application (EGF) Commission decision  Monitoring Execution  Final report (EGF)  Audit Employment status (EGF) Evaluation Closure Anti-fraud  Utilities

Search Create new access request x

1. Select Action 2. Edit User Information 3. Select Node(s) 4. Grant Roles

@Help

Node |IT07 - Lazio

SFC2014-FO (AGRI) @

ROLE FUND ROLE DESCRIPTION

MSPAR EAFRD MS Accredited Paying Agency Read Only

MSPAS EAFRD MS Accredited Paying Agency Send

If you are dealing with a single-node country, the node is automatically displayed.
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FuND
MSAAR ERDF
ERDF
ERDF
ERDF
ERDF
ERDF
ERDF
ERDF
ERDF
ERDF
ERDF
ERDF

3 MS Audit Authodity Send

AIIRLIIIIRIS

=D

13. Click on the fund to display the list of roles \1) For each fund tick the boxes to select the roles and

permissions you want to grant @) The USM automatically detects incompatible roles. The roles that are
incompatible with the role you select are greyed. You cannot select these (see example below).

14. Click NexT to get to the final step (reviewing and sending the request to the Commission) @

You can click BACK to go back to the previous step or click CANCEL to cancel the creation of the whole request.

Send the request to the SFC2014 Support team

After having selected the nodes and the roles and permissions to grant, you are ready to send the request to the
SFC2014 Support team.

The overview of your request is shown. You see:
e The user information.
e The roles and permissions you selected to be granted for the selected nodes.

e Before sending the request you can click BACK to go back to the previous step or click CANCEL to cancel
the creation of the whole request.
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Search | Create new access request X
1. Select Action 2. Edit User Information 3. Select Node(s) 4. Grant Roles 5. Confirm
©@Help
Requesfer. Leonardo Camarcio Lemes (camarle) Status: New
ECAS-uid: w0053696 Action: Renew certificate user
First name: Fabio Last name: Cossu (CN = EIP_Fabio_Cossu_EC_AGRI_ECOA_01)
ECAS usemname: w0059698 ECAS Domain: eu.europa.ec
Email: Fabio.COSSU@ec europa.eu Business phone: +32 229-86830
Alternative email: Mobile phone:
Organisafion name: AGRI.DDG1.B.2 Organisation name (EN):
Organisation email: Gender:
Preferred language: Function: Policy Officer
Comments: Address:
Country:
Certificate
cer fite:

.csr File: adcoesao.csr
Distinguished name: C=PT, ST=Lisbon, L=Lisbon, O=ADCoesao, OU=ADCoesao, CN=ADCoesao, emailAddress=agencia@adcoesao.pt

IT appiication name: EIP-AGRI website

IT contact person (Person to contact for technical-related questions)
First name: Tiziana

Lastname: Genovese
Email: tiziana.genovese@eng.it

Business phone: +39 06 8759 4300

NODE ROLE GRANTED ROLE DESCRIPTION FUND
EC ECOAR EC Operational Agent Read Only EAFRD
EC ECOAR EC Operational Agent Read Only IPA(d)

Cancel Back

15. Click the button FINISH to send the request to the SFC2014 Support team "'-]I
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Confirm operation

Are you sure you want to send the request to the Commission?

@5
© vl o

16. Click YES to confirm @

European Comim » > » SFC2014-FO » Utilitie

Strateqgic planning Programming  Application (EGF) Commission decision Monitoring Execution Ulilities  Anfi-fraud  Closure  Ewvaluation  Employment status (EGF)  Audit

> Search| 62043707 (nstegnth) x‘

¥ Cancel (5} Print
@Help
Reguester: Thomas Curelea (n002ydbn) Status: Sent
ECAS-uid: nstegnth Action: Grant

First name: User 1

ECAS usemname: testnvs

Email: sfc2014.user@gmail. com cuted with succ
Alternative email: sfc2014.user@agmail.com
Organisation name: 0 ¥eS \nisation name (EN): 0
Organization email: Gender: Female
Preferred language: English Function: 0
Comments: Address: 0
Country: Spain

NODE ROLE GRANTED ROLE DESCRIFTION

IT MSMAR MS Managing Authority Read Only

IT MSAS MS Authority Send

1701 MSMAR MS Managing Authority Read Only
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Once the request is sent, the system attributes a unique identifier number (ID) to the request. The status of the
request is SENT.

The request can now be processed by the SFC2014 Support team. If there are mistakes or other issues, the
request is returned to you by the SFC2014 Support team.

If the request is processed...

If the request is processed, the status becomes PROCESSED and two automatic e-mails are sent:
e One e-mail to the MS liaison or MS liaison Deputy who created the request containing:
o Alink with the request identifier (ID) to view the processed request.
e One mail to the concerned user containing:

o The existing roles and permissions (the ones the user had already from the other MS liaison) and
the roles and permissions granted by you on your node (s). For each node, there will be a profile
the user can choose when connected to SFC2014.

If the request is returned (not processed)...

If the Support team detects problems or missing information, the status becomes RETURNED and one e-mail is
sent to the MS liaison or MS liaison Deputy with an explanation on the reason for returning.

The MS liaison (deputy) can:
e Correct the request and send it again or

e Cancel the request

Create a request for disabling a certificate

When a certificate is no longer needed, the MS liaison (and deputies) can create a request to disable (deactivate)
the certificate.
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Select the type of request you want to create

1. Onthe menu UTILITIES > ACCESS REQUESTS click on the icon & to create a new Access Request.

Search Create new access request x

1. Select Action

&Help
Requester

O Greate new account for web user
O Greate new account for certificate
O Update existing account for web user
Update existing account for certificate
O Disable existing account for web user

.'I'\
H/@ Disable existing account for cerzc.‘rcarel l 2)

\_) Renew certificate

Fabio Cossu (CN = EIP_Fabio_Cossu_EC_AGRI_ECOA_01) (w0059696) - Fabio. COSSU@ec.europa.eu
Romain Wisniewski (CN=wisniro FOR TEST ONLY’) (wisniro) - romain.wisniewski@ext ec_europa.eu

2. The wizard appears. Select the action DISABLE EXISTING ACCOUNT FOR WEB USERU-}.
3. Enterthe first name of the user in the blank field that appears next to the selected type of request and select
the user you want to disable from the list displayed@.

& Help
Requester

(O Greate new account for web user
(O Greate new account for certificate
O Update existing account for web user
@) Update existing account for certificate
O Disable existing account for web user
® pisable existing account for certificate | Fabio Cossu (CN = EIP_Fabio_Cossu_EC_AGRI_ECOA_01) (w0059696) - Fabio COSSU@ec europa eu

O Renew certificate

Cancel Next

=
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4. After having selected the user, click NEXT'@;}.

As this user will be deactivated, it is not necessary to modify or remove the User information or

INFO .. . .
the Roles and Permissions. These steps are therefore skipped by the wizard.

Send the request to the SFC2014 support team

The overview of your request is shown. You see:
e The user information and the nodes, roles and permissions the user currently has.

e Before sending the request you can click BACK to go back to the previous step or click CANCEL to cancel
the creation of the whole request.

Send the request to the SFC2014 Support team
The overview of your request is shown. You see:
e The user information and the nodes, roles and permissions the user currently has.

e Before sending the request you can click BACK to go back to the previous step or click CANCEL to cancel
the creation of the whole request.

Search Create new access request X

1. Select Action 2. Edit User Information 3. Select Node(s) 4. Grant Roles 5. Confirm
& Help
Requesfer: Leonardo Camarcio Lemes (camarle) Status: New
ECAS-uid- wo059696 Action: Disable certificate user
First name: Fabio Last name: Cossu (CN = EIP_Fabio_Cossu_EC_AGRI_ECOA_01)
ECAS usemame: w0059696 ECAS Domain: eu.europa.ec
Email: Fabio.COSSU@ec.europa.eu Business phone: +32 229-86830
Alternative email Mobile phone:
Organisation name. AGRL.DDG1.B.2 Organisation name (EN):
Org: Gender:
Preferred language. Function. Policy Officer
Comments: Address:

Country:
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Certificate

Distinguished name: C=EC, ST=European Commission, L=Brussels, O=AGRI, OU=AGRI EIP, CN=EIP_Fabio_Cossu_EC_AGRI_ECOA_01, emailAddress=Fabio. COSSU@ec.eurof
IT application name: EIP-AGRI website

IT contact person (Person to contact for technical-related questions)
First name: Tiziana
Last name: Genovese
Email: tiziana.genovese@eng.it

Business phone: +39 06 8759 4300

NODE ROLE GRANTED 'ROLE DESCRIPTION FUND
EC ECOAR EC Operational Agent Read Only EAFRD
EC ECOAR

EC Operational Agent Read Only

IPA()

1
Cancel Back Next '[‘Finish |

Click the button FINISH to send the request to the SFC2014 Support teamCD.

Confirm operation
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-
6. Click YES to confirm'2/ .

Once the request is sent, the system attributes a unique identifier number (ID) to the request. The status of the
request is SENT.

The request can now be processed by the SFC2014 Support team. If there are mistakes or other issues, the
request is returned to you by the SFC2014 Support team.

If the request is processed...

If the request is processed, the status becomes PROCESSED and one e-mail is sent to the MS liaison or MS liaison
Deputy informing that the request has been processed successfully. No e-mail is sent to the user (as the user no
longer needs the account, the USM assumes the user doesn't expect to be notified).

If the request is returned (not processed)...

If the Support team detects problems or missing information the status becomes RETURNED and one e-mail is
sent to the MS liaison (deputy) with an explanation on the reason for returning.

The MS liaison (deputy) can:
e Correct the request and send it again or

e Cancel the request

Edit a request

You can edit an Access REQUEST in status SENT or RETURNED. If the SFC2014 Support team has returned a request,
you can edit the request to make the corrections asked by the Support team.

Once the request has been processed you cannot edit the request anymore. The EDIT link will be disabled as
shown below:
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European Commission » SFC » SFC2014-FO » Utilities » Access requests
Strategic planning  Programming  Application (EGF) Commission decision Monitoring Execution  Final report (EGF)  Audit Employment status (EGF) Evaluation Closure Anti-fraud  Utilities

Search | 62043700 (n0031hgn) x

@Help

Requester Themas Curelea (n002ydbn) Status: Processed *—

ECAS-wid: n0031hgn Action: Update

1. To edit a request in status SENT or RETURNED you can open the request from the list of requests in the
UTILITIES > ACCESS REQUESTS menu or via the link provided in the notification email if you want to edit a
request which has been returned by the SFC2014 Support team.

European Commission » SFC » SFC2014-FO » Utilities » Access reguests
Strategic planning  Programming  Application (EGF) ~Commission decision Monitoring  Execution  Final report (EGF)  Audit Employment status (EGF)  Evaluation Closure  Anti-raud  Utilities

>

Search |

D ﬁ ACTION USER EMAIL REQUESTER STATUS SENT DATE LAST MODIFIED -
Test Testing (n0031hgn) test.testing.sfic2014¢ Thomas Curelea (nD02ydbn) 1712/2019 17H2/2019 - 14:09:21
62043707 Grant User 1 Testing (nstegnth) sfc2014.user@gmail  Thomas Curelea (n002ydbn) Cancelled 1712/2019 - 11:45:36 | 171272019 - 12:27:07
62043700 Update Test Testing (n0031hgn) test testing sfc2014¢ = Thomas Curelea (n002ydbn) Processed 17M2/2019 - 10:54:37 | 171272019 - 11:01:53
61973400 Creale Test Testing (n003 1hgn) test.testing.sfic2014¢ = Thomas Curelea (n002ydbn) Processed 117122019 - 15:30:46  11/12/2019 - 16:21:13

2. On the menu UTILITIES > ACCESS REQUESTS select the request you want to edit and click the edit icon on
top of the list or double click on the access request to open it.
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SHARED FUND MANAGEMENT COMMON SYSTEM TEST
Period 2014-2020 (SFC2014)

oot SOLE GAAMTED WOLE D SCROn o

3. The overview of the request is displayed. If the request was returned by the SFC2014 Support team you can
see the reason for this return by clicking on the question mark on the right side of the screen.

SHARED FUND MANAGEMENT COMMON SYSTEM TEST
Pericd 2014-2020 (SFC014)

v ipabrall0 4 lalng ii i-'. Habarad W

B b A Updaie

4. Click on the EDIT link on the upper part of the screen to start editing the request
5. The wizard appears. You can add, remove or overwrite the information in each step before sending

Once the request has been sent to the Commission the status of the request will turn into SENT again.
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Cancel a request

You can cancel an Access Request in status SENT or RETURNED.

Once the request has been processed you cannot cancel the request anymore. The CANCEL link will be disabled
as shown below:

i
E SHARED FUND MANAGEMENT COMMON SYSTEM TEST
" Period 2014-2020 (SFC2014)

You can cancel a request for the following reasons:

e You have sent the request to the Commission but you realise afterwards you don't need this request to
be processed. The status of the request is SENT.

e The Commission returned a request sent by you and you realise you don't need this request to be
processed. The status of the request is RETURNED.

If the Commission returned your request and you still need the request to be processed, you can edit it. You
don't have to cancel it and create a new one (to edit and send the request again see chapter 3.10).

To cancel arequest you can open the request from the list of requests in the UTILITIES > ACCESS REQUESTS menu
or via the link provided in the notification email if you want to cancel a request which has been returned by the
SFC2014 Support team.
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SHARED FUND MANAGEMENT COMMON SYSTEM

Period 2014-2020 (SFC2014)

Execution

Audit

Evalustion Clogure Anti-Fraud

Utilities

user: niestms | node: Espafia| profile: nttestms - ES

w | English (en)

210,

210183
194056
194048
194036
193546
193542
192935
192870
192721
192515
192498

ACTION
Disabla
Grant
Update
Update
Update
Update
Update
Creale
Update
Creata
Update
Update

USER
userone tasting (ntesuron)
usertwo TESTING (ntusriwo)
userene testing (ntesuron)
testms12014 testing (nitestime)
testms12014 testing (nttestme)
userone testing (ntesuron)
userone testing (ntesuron)
usertwo TESTING (ntusriwa)
userone lesting (ntesuron)
userone tasting (ntesuron)
testmsi2014 testing (nttestms)
testmsI2014 testing (ntestms)

EMAIL
s1c2014.user @hotmail.com
sfc2014.user2@hotmail.com
sfc2014. usert@hotmail. com
£fc2014. mel@hotmail com
£1c2014. mel@hotmail.com
sfc2014.useri@hotmail.com
sfc2014.usert@hotmail.com
5fc2014. user2@hotmail. com
sfc2014 useri@hotmail com
s1c2014. useri@hotmall.com
sfc2014.msl@hotmail.com
5fc2014. msl@hotmail.com

REQUESTER
testmsl2014 testing (nftestms)
testmsi2014 testing (nflestms)
testmsi2014 testing (nflestms)
testmel2014 lesting (nllestms)
tesimsI2014 lasting (nflestms)
testmsl2014 testing (ntestms)
tesimsi2014 testing (ntiestms)
testmsl2014 testing (nftestms)
lesimsI2014 lesting (nhastms)
testmsi2014 tasting (nttastms)
testmsi2014 testing (ntlestms)
testmsi2014 testing (nflestms)

STATUS
Cancelled
Retuned
Processed
Processed
Processed
Sent
Processed
Processed
Processed
Processed
Sent
Processed

SENT DATE

0322013
03122013
281112013
281112012
281112012
03122013
2TH112013
271112013
2712013
212013
2112013
271112013

LAST MODIFIED
032013
031212013
281172013
28112013
28M12013
031212013
27TH1R2013
27112013
27112013
27Tmr013
2712013
27112013

1. Onthe menu UTILITIES > ACCESS REQUESTS select the request you want to cancel and click the edit icon &

on top of the list or double click on the access request to open it.
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Strategic planning  Programming  Application (EGF) Commission decision Monitoring Execution  Final report (EGF) Employment status (EGF) Anti-fraud  Utilities
Search 62045750 (n0031hgn) X
() Prin
@Help

Regquester Thomas Curelea (n002ydbn) Status. Sent

ECAS-uid: n0031hgn Action: Update

First name: Test Last name: Testing
ECAS username: n0031hgn ECAS Domain: external

i testiesting.sfc2014@agmail.com Business phone: 00000000000
i: testtesting.sfc2014@omail.com Mobil
Ministerie dell'sconomia e delle finanze ation name (EN). Ministry of Economy and Finance
ler: Male
English 7 Programme manager
Via Venti Settembre, 97, 00187, Roma
try: Italy

NODE ROLE GRANTED ROLE DESCRIPTION FUND
ITO7 MSAR MS Authority Read Cnly CF
ITO7 MSMAR MS Managing Authority Read Only HF
ITO7 MSMAS MS Managing Authority Send CF
ITo8 MSMAS MS Managing Authority Send CF

2. The overview of the request is displayed.

the request.

Click on the CANCEL link on the upper part of the screen to cancel
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Please provide a reason and confirm to cancel

The request is no longer needed

(2 !O MIQ Cancel

3. Provide a reason for the cancel (this information is mandatory) @ and click CONFIRM @,
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European Commission » SFC » SFC2014-FO » Utilities » Access requests

Strategic planning  Programming  Application (EGF) Commission decision Monitoring Execution  Final report (EGF)  Audit Employment status (EGF) Evaluation Closure  Anti-fraud  Utilities

Search | 62045750 (n0031hgn) x

(=) Print
@Help
Reguester: Thomas Curelea (n002ydbn) Status: Cancelled "-}"_l
uid n0031hgn
Test Reason:
The request is no longer needed
noon3ihgn

il test testing.sfc2014@amail.com

Alternative email: test.testing.sfc2014@amail.com
rganization name Ministerio dell'economia e delle finanze Organisation name (EN)- Ministry of Economy and Finance

Gender: Male

Preferred language English » Programme manager

Comments: Addrese: Via Venti Settembre, 97, 00137, Roma
Country- Italy
NODE ROLE GRANTED ROLE DESCRIPTION FUND
ITo7 MSAR MS Authority Read Cnly CF
ITO7 MSMAR MS Managing Authority Read Only CF
ITO7 MSMAS MS Managing Authority Send CF
IT08 MSMAS MS Managing Authority Send CF

4. The request is CANCELLED. Click on the question mark on the right side of the screen to display the reason
you've entered for this cancel.

Once cancelled, the request will not disappear from the list of access requests. The request will appear as
CANCELLED in the list.
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on » SFC » SFC2014-FO » Utilities » Access requests

Strategic planning  Programming Application (EGF) Commission decision Monitoring Execution  Final report (EGF) Audit Employment status (EGF) Evaluation Closure Anti-fraud  Utilities

Search |

@Help

Request ID: Email:

Reguesier.

Last name: Sent dale

ECAS-uid.

'7.\ Search X Clear
—_—  J\ )

@ Add 4 Edit (=] Export

s} ACTION USER EMAIL REQUE STER STATUS SENT DATE LAST MODIFIED  (~
62045750 Update Test Testing (n0031hgn) test fesfing sfc2014  Thomas Curelea (n002ydbn) Cancelled ATM2/2019 - 14:08-21 111;63319 -
62043707 Grant User 1 Testing (nstegnth) sfc2014.user@gme Thomas Curelea (n002ydbn) Cancelled 171122019 - 11:45:36 gﬂ;;rggw =
62043700 Update Test Testing (n0031hgn) test.testing.sfc2014 | Thomas Curelea (n002ydbn) Processed 1712i2019 - 10:54:37 :1117.43‘]2{52?9 -
61973400 Create Test Testing (n0031hgn) test fesfing sfc2014 Thomas Curelea (n002ydbn) Processed 11212019 - 15:30:46 1;}5!?‘?'19 -

User accounts

Via the submenu USER ACCOUNTS it is possible to view the list of users managed by the MS liaison (deputy) and
to display the account details of each user.

Display the list of existing users

1. Open the menu UTILITIES > USER ACCOUNTS.

European Commission » SFC » SFC2014-FO

Strategic planning  Programming  Application (EGF) Commission decision  Monitoring  Execution  Final report (EGF) Audit  Employment status (EG Evaluation Closure  Anti-fraud VTS

; | CCl Requests
cel ST Recent actions: e
Monitoring/Annual report (ENI-CE) Execution/Accounts (|GJL.ETC) Execution/Accounts (IGJ,ETC) T e
2014TC16M5CBO07 - 2018 1 2014AT16RFOP001 - 20150 2014AT16RFOP001 - 2018.0 EETi g T
Reports
Letters
Search documents
Monitoring/Annual report (ENI-CB) Programming/Operational programme {1GJ)
2014TCA6M5CBO0T - 2018.0 2014ATOSM2OPDR2 - 1.0
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2. All existing users managed by the MSL and the deputy, are displayed in the Iist@.

European Commission » SFC » SFC2014-FO » Utilities » User accounts

Strategic planning  Programming  Application (EGF)  Commission decision  Menitoring  Execution  Final report (EGF)  Audit Employment status (EGF) Evaluation Closure  Antifraud  Utilities

>
Search

@Help

Commission user

hd Web service user -
Last name oN
First name Support user
Email Technical user
Organisation Ligison v
Node - Liaison Node -
Node Liaison Node

€ | Search ¥ Clear

(R Expor D
ECAS-UID LAST NAME FIRST NAME & EMAIL NODE g ACTIVE (CONTACT -U  LIAISON IT_EMAIL ~
n0031hgn Testing Test test testing.sfc2014) ITO7 ITOS Yes - Yes No -
w0056109 MS Test MS agri-rdis- AL AT BE BE BE BERW BEVG BG BG CZDEDEADKES Yes-Yes No

support@ec.cec.eu.  ES ES23 ESTO FIFIO1 FRIGAFRIGY FRIMA FRIMAE
FR2BN FRADC FRADC FRAEG FRANAT GRC GRP18
HU IT LT ME MK RO RS 81 SK TR UK UK01 UK04

nretesto REGIO Test one regio.testi@outiock  GR GR GR LV LV LV Yes - Yes No
nrgiotes REGIO Test two regio.testz@outiock  GR GR GR LV LV LV Yes - Yes No

Total number of records: 86 h

The total number of users is displayed on the bottom left-hand side of the screen.

The following details are displayed by default:
e ECAS-uid
e Last Name
e First Name
e E-mail
e Node: the node(s) the user has access to
e Active (Contact — User): Active Contact and User
o Yes—Yes: (user account is active)
o No - No: (user account is disabled and cannot access SFC2014)

e Liaison: indicates if the user is nominated as MS Liaison (Deputy) Officer
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To sort the list, click on the header of the column you want to sort on:

[
[ Export
ECAS-UID LAST NAME FIRST NAME a EMAIL NODE ACTIVE [CONTACT -U | LIAISON IT_EMAIL -
n0031hgn Testing Tast U test testing sfc2014;  ITO7 ITOS Yes - Yes Mo -
w0056109 M3 Test MS agri-rdis- AL AT BE BE BE BERW BEVG BG BG CZDEDEADKES | Yes-Yes No
support@ec.ceceu  ES ES23 EST0FIFIO1 FR1GAFR1GY FRIMA FR1MAE

FR2BN FRADC FRADC FRAEG FRANAT GRC GRP18

HUIT LT ME MK RO RS 81 SK TR UK UKD1 UKD4
nretesto REGIO Test one regio.testi@outiook  GR GR GR LV LV LV Yes - Yas Mo
nrgiotes REGIO Test two regio.tesiz@outiook  GR GR GR LV LV LV Yes - Yes No

The arrow indicates how the list is sorted (A-Z). Click on the arrow to sort from Z-A
i) Export
ECAS-UID LAST NAME FIRST NAME EMAIL NODE ACTIVE (CONTACT -U  LIAISON IT_EMAIL -
n0031hgn Testing Test (st testing sic2014) 1707 IT08 Yes - Yes No -
w0056109 M3 Test MS agri-rdis- AL AT BE BE BE BERW BEVGBEG BG CZDEDEADKES | Yes-Yes No
support@ec cec eu.  ES ES23 EST0 FI FI01 FR1IGAFR1GY FRIMA FRIMAE

FR2BN FRADC FRADC FRAEG FRANAT GRC GRP18

HUIT LT ME MK RO RS 81 SK TR UK UKD1 UKD4
nretesto REGIO Test one regio.testi@outiook  GR GR GR LV LV LV Yes - Yes No
nrgiotes REGIO Test two regio test2@outiook  GR GR GR LV LV LV Yes - Yes No

To add or remove columns from the list, click on the arrow in the last column @ and select the column(s) you

want to add or remove @:":
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European Commi H » User accounts

Strategic planning  Programming  Application (EGF) Commission decision  Monitoring  Execution  Final report (EGF)  Audit  Employment status (EGF)  Evaluation Closure  Anti-fraud  Utilities

Search |
@Help
ECAS-uid Commission user
Active - Web service user -
Last name ON
First name Support user
Email Technical user
Organisation Ligisan -
Node - Ligison Node -
Node Ligison Node
Fund - Ligison Fund -
Fole - Ligison Role -

3 Clear
=

(= Exnort
ECAS-UID & LAST NAME FIRST NAME EMAIL NODE ACTIVE (CONTACT -U  LIAISON IT_EMAIL
TESTERS- DK FR FR FR GR GR GR GRC GRC GRC GRI04 GRI04 .
WAVE@ec.europa.c GRI04 HU HU HU IT IT IT IT55 MT MT MT PL PL PLTNG
TNC TNC Last Name
nsicwave SFC Wave Viad GHEORGHING GRP04 GRP04 GRPO4 GRP04 HU IT IT55 IT66 Yes - Yes No E:;”N"""e
nsiegenn Vander Stegen Nathalie nvanderstegen@gnm  ATA1ES IT02 PLPK S1 TNC UK03 Yes - Yes Yes d
EXTERNAL USER noce
nstegnth Testing User 1 sfc2014 user@gma | ESIT IT01 1702 Ves - Yes No ﬁ‘m‘"e [Copiaciiten
1aison
niestway TEST wavesic ciprianizmandi@ex GRC GRC GRC GRC GRP04 GRP04 HU IT IT55 IT66 Yes - Yes No i o
nieswave wavesfc02 wavesic02 REGIOAT- BE BE BE BG BG BG CZ CZ CZ DEADY DEADS DEADY | Yes - Yes No -
TESTERS- DEC02 DEC02 DEC02 DK DK DK FR FR FR GR GR GR -
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European Commission » SFC » SFC2014-FO » Ulilities » User accounts

Strategic planning  Programming  Application (EGF) Commission decision  Menitoring  Execution  Final report (EGF)  Audit Employment status (EGF)  Evaluation Closure  Antifraud  Utilities

Search |
@Help
ECAS-uid Commission user
Active - Web service user -
Last name DN

Email Technical user
Organisation Lisison -
Node - Liaison Node -
Node Liaison Node
Fund - Liaison Fund -
Role - Ligison Role -

) search ¥ Clear

(=) Export

ECAS-UID FIRST NAME & NODE -
S S S

LT LU LV MT NL NO PL PT RO SE SI SK UK o
n0031hgn Test ITO7 IT08 Last Name
wO0056109 Test MS AL AT BE BE BE BERW BEVG BG BG CZ DE DEADK ES o First Name

ES ES23 ESTO FI FIO1 FRIGAFR1GY FRIMA FR1MAE email

FR2BN FRADC FRADC FRAEG FRANAT GRC GRP18 ® node

HU IT LT ME MK RO RS 81 SK TR UK UK01 UK04 Active (Contact - User)
nretesto Test one GR GRGRLVLVLV liaison
nrgiotes Test two GR GRGRLVLVLV it_email

Search for a user

1. Open the menu UTILITIES > USER ACCOUNTS.
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European Commission 3 SFC » SFC2014-FO ; Utilities » User accounts

Strategic planning Programming  Application (EGF) Commission decision Monitoring Execution  Final report (EGF)  Audit  Employment status (EGF) Evaluation Closure Anti-fraud  Ulilities
>

Search

@

@Help

Commission user

- Web service user -
Last name DN

Support user

Technical user
Ligison | No -
Node | ITO7 - Lazio v Ligison Node -
Node Liaison Node
Fund - Liaison Fund -
Role - Ligison Role -
) Exnor
ECAS-UID LAST NAME FIRST NAME EMAIL NODE ACTIVE (CONTACT - Ut LIAISON IT_EMAIL
no031hgn Testing Test test.testing sfc2014¢  ITOT ITO8 Yes - Yes No

2. Enter your search criteria @
You can enter one or more search criteria to look for a specific user or group of users:
e ECAS-uid
e Last name
e  First Name
e E-mail
e Node: search for users on a specific node.
e Role: search for users with a specific role.

e Active: select Yes or No to display active or disabled users only. All users (active and disabled users) are
shown by default.

e Liaison

3. Click SEARCH®.
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European Commission 3 SFC » SFC2014-FO ; Utilities » User accounts

Strategic planning Programming  Application (EGF) Commission decision Monitoring Execution  Final report (EGF)  Audit  Employment status (EGF) Evaluation Closure Anti-fraud  Ulilities

Search
i d Ligison | No h
Node | ITO7 - Lazio h d Ligison Node -
Node Lisison Node
Funad - Liaison Fund -
Role - Liaison Role -
Seaa 5 'l b 4 Cleari 4)
(= Expor (3)
ECAS-UID LAST NAME FIRST NAME EMAIL NODE =S ACTIVE (CONTACT - US| LIAISON IT_EMAIL
no031hgn Testing Test test.testing sfc2014¢ | ITOT ITO8 Yes - Yes No

The results of your search are displayed@. The total number of results found is displayed on the bottom left-
hand side of the screen.

4. Press the CLEAR button to reset all the filters @ and then SEARCH to display all the users again@.

Use a percentage sign (%) to replace one or more characters. For example if you want to
NOTE search for all users having their Last Name starting with the letter "S" enter in the field
Last Name: S%

Display the account details of a user

1. Double-click on the user in the list:
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Strategic planning

Programming ~ Application (EGF)

Commission decision

Monitoring

Execution Final report (EGF) Audit Employment status (EGF)  Evaluation

Closure  Anti-fraud  Utilities
Search |
@Help
ECAS-uid H00 User
- Web service user -
oON
First name Support user
Email Technical user
tion Lisison  |No -
Node |ITOT - Lazio Lisison Node: d
Liaison Node
Liaison Fund -
Role Liaison Role -
| '_.\ Search || ¥ Clear J
(i) Export
ECAS-UID LAST NAME FIRST NAME EMAIL NODE ACTIVE (CONTACT -U¢  LIAISON IT_EMAIL -
n0031hgn Testing test testing sfc2014@gmail.com  1TO7 ITOS Yes - Yes No

@ Test

A new tab opens with the account details divided into different sub-tabs. The first tab (CONTACT) contains the

user's contact

information @

European Commission » SFC » SFC2014-FO » Utilities » User accounts

Strategf planning Myammming (?l{'cat\on (EGF) Commission decision Monitoring  Execution  Final report (EGF)  Audit  Employment status (EGF) Evaluation Closure Anfi-fraud  Utilities
Segrch Test Testing (n0031hgy) *
{Eh Print
| Contact | Useraccount | Profiles and roles | Certificates
| Active: Yes ]
@ Firsl 2 Test 4 Emsil: test testing sfc2014@gmail. com
Last name: Testing Alternative email: test testing.sfc2014@gmail.com
Preferred Izngusge: English Business phone: 00000000000
Gendsr: Male Mobile phone
Organization: Ministerio dell'economia e delle finanze Organisation email:
J: Ministry of Economy and Finance © Via Venti Settembre, 97, 00187, Roma
Programme manager - ltaly
Ligison: No Access by lisison: Thomas Curelea
Comments:
Access req s for this contact
ACCESS REQUESTID  ACTION MODIFICATION DATE ~ STATUS COMMENTS
51973400 Create MM22019 Processed Programme manager in SFC2014 starting on 01/12/2013
62043700 Update 171212019 Processed
62045750 Update 171212019 Cancelled
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2. Click on sub-tab USER ACCOUNT to view the details of the user account @ including the ECAS-uid and the
ECAS Username (The user needs to enter his/her ECAS Username and password to log in to SFC2014 Front-

Office).
Click on sub-tab PROFILES AND ROLES to view the current profile(s) and role(s) of the user®.

3.
The CERTIFICATES sub-tab is not applicable for Web Users@.
You can view the account details of multiple users simultaneously by opening the different user accounts
in different tabs.
To do so, on the SEARCH tab double-click on all the users in the list you wish to open.
European Commission » SFC » SFC2014-FO » Utilities » User accounts
Strategic planning  Programming Appf 1“1n {(EGF) Commission decision Monitoring  Execution  Final report (EGF) Audit Employment status (EGF) Evaluation Closure Anti-fraud  Utilities
Search Test Testing (n0031hgn) =
@Help
2 Testing DN
TiP pport user

n
Node
Node aison Nod!
Fund U
Role aison Ro
L .\ieamh I ﬁ_clear J
=) Export
ECAS-UID LAST NAME I‘ 2\ FIRST NAME EMAIL NODE ACTIVE [CONTACT -US  LIAISON IT_EMAIL -
| nsteanth Testing ~"""User 1 sic2014 user@gmail com ESITIT011T02 Yes - Yes No
no031hgn @ Testing Test test testing.sfc2014@gmail.com  ITO7 IT08 Yes - Yes No

Click on the name of the user to navigate through the different tabs.
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European Commi N » SFC » SFC2014-FO » U » User accounts

Strategic planning Programming Application (EGF) Commission decision Monitoring Execution  Final report (EGF) Audit  Employment status (EGF) Evaluation Closure Antifraud  Utilities

Search Test Testing (n0031hgn) xI User1 Tesi‘ﬂrg;{nstegmh) X|

U Bem

Contact | Useraccount Profiles and roles Certificates

Active: Yes &
First name- User 1 il sfc20114 user@agmail com

Last name: Testing iI: sfc2014.user@gmail.com

Preferred language: English 0
Genaer: Female 0
Organisation: 0
Organisation name (EN): 0 0
Function: 0 Country: Spain
Lisizon: No Access by lisison: Nathalie EXTERMAL USER Vander Stegen
Comments- (NVS) 20191001 reactivaie manually
(NVS) 20190913 change ES to IT% node and disable user
(MVS) 20180911 nodes changed to IT and
ITo1
(NVS) 10/09/2019 change nodes manually to ES41 and ES42
Access requests for this contact
ACCESSREQUESTID  ACTION MODIFICATION DATE  STATUS COMMENTS
61512500 Create 10/09/2019 Processed (NVS) 10/09/2019 create new user via AR
61512525 Update 10/09/2019 Processed (NVS) update AR
61512543 Disable 10/09/2019 Processed
61512611 Grant 10/09/2019 Cancelled
61520800 Grant 11/09/2019 Processed
51583479 Grant 0111072019 Processed
51591371 Update 0211072019 Cancelled
61591374 Update 02/10/2019 Processed test
52043707 Grant 171272019 Cancelled

» User accounts

Strategic planning  Programming  Application (EGF)  Commission decision  Monitoring  Execution  Final report (EGF)  Audit Employment status (EGF) Evaluation Closure  Antifraud  Utilities

»
| Search | Test Testing (n0031hgn) x User 1 Testing (nstegnth} x

Contact | User account | Profiles and s | Certificates

Active: Yes &

First name: User 1 Email: sfc2014.user@gmail.com

Last name. Testing sfc2014.user@gmail.com

Preferred lznguage: English

Gender. Female Mobile phone: 0
Organisation: 0 Organisation small
Organisation name (EN). 0 Address: 0

To close the user account details tab click on *" .

» User accounts

Strategic planning  Programming  Application (EGF) Commission decision Monitoring Execution  Final report (EGF) Audit  Ulilities

. Search . Test Testing (n0031hgrin =

(&) Print
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Identify a disabled user

The column ACTIVE (CONTACT — USER) in the results list indicates if a user account is active or disabled.

If a user is marked 'NO—=NO', the user account is disabled and the user will not be able to access the application
SFC2014.

European Commission » SFC » SFC2014-FO » Utilities » User accounts

Strategic planning  Programming  Application (EGF)  Commission decision Monitoring  Execution  Final report (EGF)  Audit  Utilities  Antifraud  Employment status (EGF) Evaluation  Closure

Search Test Testing (n0031hgn)

(=) Print
Contact | Useraccount Profiles and roles = Certificates
Active: No B
First name: Test Email: test.testing.sfc2014@gmail.com
Last name: Tesfing Alternative email: test testing sfc2014@gmail.com

European Commission » SFC » SFC2014-FO » Utilities » User accounts

Strategic planning  Programming  Application (EGF) Commission decision Monitoring  Execution  Final repori (EGF) Audit  Utilities  Antfi-fraud  Employment status (EGF) Evaluation Closure

Search | Test Testing (n0031hgn) X

Contact | Useraccount | Profiles and roles | Certificates.

/ Active: No &

wid: n0031hgn

'semame. N0031hgn

European Commission » SFC » SFC2014-FO » Utilities » User accounts

Strategic planning  Programming ~ Application (EGF)  Commission decision  Monitoring  Execution  Final report (EGF)  Audit  Utilities  Anti-fraud ~ Employment status (EGF)  Evaluation  Closure

Search Test Testing (n0031hgn) *

Contact | Useraccount = Profiles and roles | Certificates

0031hgn _IT07 Last connected on: -

ROLE GRANTED ROLE DESCRIPTION FUND
MSMAR MS Managing Authority Read Only CF

Identify an active user with a disabled Profile

If a user has been disabled on one nosle but still has access to another node, the USER ACCOUNT PROFILE which
is disabled is marked with a red flag “! . The active Profile is marked with a green flag " .
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European Commission » SFC » SFC2014-FO » Utilities » User accounts

Strategic planning Programming  Application (EGF) Commission decision Monitoring Execution  Final report (EGF)  Audit  Employment status (EGF)  Utilities

Search Test Testing (n0031hgn) x

Contact | User account = Profiles and roles | Certificates

Eﬁ n0031hgn - ITO7 Last connected on: - @

ROLE GRANTED ROLE DESCRIPTION FUND
MSMAR M3 Managing Authority Read Only CF
MSMAS MS Managing Authority Send CF
ROLE RECEIVED VIA DELEC ROLE DESCRIPTION FROM TO FUND

No elements for this table

TYPE ACTION DOCUMENT TYPE OBJECT TYPE FUND

No elements for this table

| Cfﬂ n0031hgn - ITO8 Last connected on:LD

In the example above the user has 2 active profiles @® and 1 disabled profile@.

European Commission » SFC » SFC2014-FO  Utilities » User accounts

Sirategic planning  Programming  Application (EGF) Commission decision  Monitoring Execution Final report (EGF) Audit Employment status (EGF) Evaluation Closure Antifraud  Utilities

Search Test Testing (n0031hgn) x

Contact | Useraccount | Profiles and roles | Certificates

3
q nd031hgn t connected on: -

ROLE GRANTED ROLE DESCRIFTION FUND
MSMAR M5 Managing Authority Read Only CF
MSMAS M5 Managing Authority Send CF
ROLE RECEIVED VIA DELEGATIOI ROLE DESCRIFTION FROM TO FUND

Mo elements for this table
TYPE ACTION DOCUMENT TYPE OBJECT TYPE FUND

No efements for this table

| c,’J n0031hgn - ITOS - Managing Autherity Last connected un:(4 ’
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3
The Profile name includes the node for which the roles and permissions have been granted'@’f'. Click on the Profile

A
name to display the roles and permissions on that node'd.
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