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1. Introduction

1.1. Purpose of the User and Security module

The User and Security Module (USM) is a functionality within SFC2007 Front-Office that allows
Member State Liaison Officers (and Member State Liaison Deputy Officers) to enter access requests for
the node(s) and fund(s) they manage.

1.2. How to access the User and Security Module?

The USM is a functionality within SFC2007 Front-Office. This means that a MS liaison (deputy) who has
access to SFC2007 Front-Office can use his/her nominative ECAS username and password to log in to
SFC2007 Front-office and access the USM.

MS liaisons (and deputies) should never share their access codes with anyone else!
Any misuse of their access codes is under their responsibility!

IMPORTANT

The SFC2007 application has different environments used for different purposes:
e The PrRODUCTION environment is the real working environment where users enter real data.

e The ACCEPTANCE environment is used for training purposes. This environment does not contain
real data. In this environment the users can "play" with SFC2007 and learn how to use it (if they
want to). This environment is also used by Technical (IT) teams of countries dealing with web-
services (no manual data entry but automatic processing between local systems in the Member
State and SFC2007).

e The BETA environment is used by IT teams of countries dealing with web-services. This
environment contains features that are being developed and are not yet available in the
production nor in the acceptance environment.

Concretely, this means that the MS liaison (deputy) must connect to the environment concerned to enter
a request!

However, to facilitate the task of the MS liaison (deputy), an extra feature in the production
environment allows the MS liaison (deputy) to create the request in ACCEPTANCE (i.e. the training
environment) automatically if they want to. For the BETA environment this option doesn't exist.

Link to the different environments:

= PRODUCTION: https://webgate.ec.europa.eu/sfc2007/frontoffice

= ACCEPTANCE: https://webgate.acceptance.ec.europa.eu/sfc2007/frontoffice

= BETA: https://webgate.acceptance.ec.europa.eu/sfc2007/beta/frontoffice

1.3. The User and Security Module menus
The USM is accessible from SFC2007 Front-Office via the menu UTILITIES.

The following sub-menus allow the creation of requests and consulting existing users:
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= Access REQUESTS: via this submenu, the MS liaison (deputy) can enter the requests for access.
This submenu is visible to MS liaisons and deputies only.

= CONTACTS/USER ACCOUNTS: via this submenu it is possible to view the list of existing users
managed by the MS liaison (deputy). This submenu is visible to MS liaisons and deputies only.

Ecas-uid: slaslieem Node: DE  Profile: daanees - MSL w  Version: 4.8.13

System for Fund management in the European Community 2007-2013

“ ERDF/CF, ESF, EAFRD, EFF, IPA, EBF, EIF, ERF and RF

Help Home Logout

English (en) -

Strategic Planning Programming Monitoring Execution Audit Evaluation Closure Anb-Fraud 2014-2020 mi£
CCI Requests
Search Documents L

Welcome to the SFC2007 application

Reports

[T
Access Requests
Contacts and Users
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2. Types of request that can be managed in the USM
An MS liaison (deputy) can create and send requests for different actions on users:

* Create new account for web User

= Create new account for Certificate

= Update existing account for Web User

* Update existing account for Certificate

* Disable existing account for Web User

= Disable existing account for Certificate

= Renew certificate

= Grant access to an existing web-user managed by another Member State Liaison

A certificate user account enables local information systems to authenticate when
communicating with SFC2007 through web-services.

Requests for certificate user accounts should only be created by countries using the
IMPORTANT | Web-services!

Unlike the web user accounts that access the application SFC2007 with a nominative

ECAS user account, certificate user accounts remain generic user accounts starting
with w005...

The following chapters explain step by step how to manage these types of requests.

2.1. Request to create new account for web user

You can request the creation of a new account when a user doesn't exist yet and has never existed in
SFC2007 before.

= If a user existed but is inactive because he/she was disabled, you can create a request to UPDATE
EXISTING ACCOUNT FOR WEB USER (see chapter 2.2)

= If the user exists but is managed by another MS liaison, you can request to GRANT ACCESS TO AN
EXISTING WEB-USER MANAGED BY ANOTHER MEMBER STATE LIAISON (see chapter 2.3)

= If the user already exists and is active, you can create a request to UPDATE EXISTING ACCOUNT FOR
WEB USER (see chapter 2.2)

Ensure that the user does not yet exist by verifying in the list of users (please
refer to section 3)

Ensure that the user is not managed by another MS liaison (see chapter 2.3.1)
Ensure that you have all necessary information about the user including the
ECAS-uid'. The request must be created and sent in a single operation!

BEFORE YOU START

Workflow

! The user must have an ECAS nominative account and communicate his/her ECAS-uid to the MS Liaison (deputy). Please refer to
the quick guides section of the SFC2007 Help page for the presentation on how to create an ECAS nominative account:
http://ec.europa.eu/employment social/sfc2007/quick-guides/New ECAS nominative account creation for SEC2007

migration EN.pdf
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Request is
Enter
Select the Grant roles Processed,
personal Select Send the
typeof | = | . . = . | = and = = | Returned
information nodes . request
request permissions or
of the user
Cancelled
* only for multi-node countries
2.1.1. Select the type of request you want to create
Step by step...
1. On the menu UTILITIES > AcCEss REQUESTS click the Create a New Access Request link.
Duas-wid; whestes Node: DE Profile.  whastses - NEL w» | Version: 4.0.07 T Help Home logout
System for Fund management in the European Community 2007-2013
- Use- and Security
Strategic Manring  Programming Menitoring Execution  Audit Evaluation Cleswe Anbi-Fraud 2014-2020 Utilities J
Search =
Show Snow

Request Id: Email: il

Requaster: ] =l Statis: - =

Last Name: 4] Sent Date: [g: ]

ECAS-uid: )

There ware no results found.

[““action = wser = Gmoil =] Reguester = Lost Modificd

IW?%I

2. The wizard appears. Select the action CREATE NEW ACCOUNT FOR WEB User D).

3. Click NEXT@.
Eeas-uid: sastows Node: DE Frofile: imstess - MSL w  Version: 4.6.13 o —— Help Home Logout

System for Fund management in the European Community 2007-2013

n User and Security

Strategic Planning Programming Monitoring Execution Audit Evaluation Closure Anti-Fraud 2014-2020 Utilities

e—O

Action Selection  Confirmation

Requester: MSL Testing (ntestinm])

I'l Create new account for web User
*) Create new account for Certificate
7 Update existing account for Web User
" Update existing account for Certificate
_ Disable existing account for Web User
Disable existing account for Certificate
Renew certificate

7 Grant access to an existing web-user managed
by another Member State Lisison

2.1.2. Enter the user information

The Edit User Information screen appears. Fields marked with an asterisk (*) are mandatory:

= ECAS-uid*
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= First Name*
= Last Name*

= Email*

= Business Phone*

= Organisation name*

* Organisation name (EN)

= Gender

* Preferred Language (for the notifications)
= Function

= Country

= Address

= Comments

TIP

Start typing the first letters of the Organisation name. If the organisation has
already been entered before in the system, the full name will be displayed in a
list where you can select it from.

Step by step...

4. Enter the requested information(D.

5. Click NExT to continue@.

Ecas-uid: semstews Node: DE Profile:  sewse MSL » Version: 4.8.13 T Help Home Logout

System for Fund management in the European Community 2007-2013

User and Security

Strategic Planning Programming Monitoring Execution Audit Evaluation Closure Ant-Fraud 2014-2020 Utilities

UserInfo ode Selection  Gramt  Confirmation
Status: New
lﬂuester: MSL Tesnng niestinm) Acﬁon_: Cre_ate
ECAS-uid: nistinus
First Name: Usar Last Name: Testing
ECAS username: ECAS Domain:
Email: sfc2007.user@hotmail.com Business Phone: 36 45895 23
Organisation name: Support team ( 1 )
Organisation name (EN): Support team
Gender: "' Famala @ Male Preferred Language: -
Function: Programme Manager street + nr
Address: zip + city
Country: Germany -
here you can add a comment
Comments:

_' Reset |

* You can click PREVIOUS to go back to the previous step or click cANCEL to cancel the creation of
the whole request. Click REsET if you want to clear the information entered in the fields.

: 2
Previous J m | Cancel

2.1.3. Choose

nodes (only for multi-node countries)

IMPORTANT

This step is only available for the MS liaison (deputy) from countries having a multi-
node structure (Examples: Germany, Italy, France, Spain...).

For countries with a single node structure (Examples: Czech Republic, Portugal,
Sweden...) this step is skipped by the wizard! You can continue to chapter 2.1.4
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You must define the nodes the user will have access to. As there are different nodes within your
country, the user probably needs only access to one or some of them, so you must specify this.

Step by step...

6. On the select nodes window, select the node from the left pane (AVAILABLE NODES)(-:D.
7. Click the right-arrow button (>Jin the middle of the panes@.\).
8. The node is added to the pane in the right (GRANT ACCESS TO Nom(s))@.

9. Repeat these steps for each node you want to select.

10. When finished, click NEXT to go to the next step‘?.

Ecas-uid: sisstess Node: DE  Profile:

System for Fun

m User and Secunty

®

wmgtnes - MSL v Version: 4.8.13 o conere Help Home Logout

d management in the European Community 2007-2013

Strategic Planning Programming  Monitoring Execution  Audit Evaluation Closure Anti-Fraud 2014-2020 Utilities

Node Selection Gramt Canfamation
Status: New
Requester: MSL Testing (ntestinm) Action: Create
First Name: User Last Name: Testing

Note: In order to grant access to a Node, select the

DE - Germany
DEC - Germany (ESF)
DECO3 - Niedersachsen @
DECO4 - Breman

DECO5 - Nordrhein- Westfalen
DECO06 - Hessen

DECO7 - Rheinland-Pfalz

DECO8 - Baden-Wirttemberg
DEC09 - Bayern

DEC10 - Saarland

DEC11 - Berfin

DEC12 - Mecklenbrug-Vorpommern
DEC13 - Brandenburg

DEC14 - Sachsen-Anhalt

DEC1S - Thiningen

Mode from the 'Available Nodes' list and move it to the 'Grant access to Node(s)' list

Grant access to Node(s):
DECO01 - Schleswig-Holstein
DECO2 - Hamburg

4
|_Previous | Cancal |

TP

To select all nodes in the list, click on the double right-arrow button E'
To deselect all the nodes selected in the right pane, click the double left-arrow button <4

Once the user has been created, each node defined for the user will become a profile. When connected
in SFC2007 the user has to choose the profile he/she wants to use and will have access to the node

corresponding to the profile s

elected.

2.1.4. Grant roles and permissions

The GRANTS ROLES TO USER ON SPECIFIC NODE(S) screen appears. On this screen you must select the roles

and permissions you want to

grant for this user.

The roles and permissions shown correspond to the roles and permissions that the MS liaison (deputy)

can request for as well as the Directorate General (according to Funds) for which the MS liaison

(deputy) can request access.

= EMPL: ESF - IPA Component IV
= REGIO: ERDF - CF - IPA Component II and III
= MARE: EFF - [IPA component
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= AGRI: EAFRD - IPA Component V
The roles and permissions are created on the Node for which the MS liaison (deputy) can request (or on
each of the nodes selected in previous step).

The USM automatically detects incompatible roles. The roles that are incompatible

with the role you selected are greyed. You cannot select these.
IMPORTANT
Example: You select "MS Managing Authority EMPL Send". The roles, "MS Certifying

Authority EMPL Send" and "MS Audit Authority EMPL Send" are greyed.

Please note that the MS Managing Authority Send role includes Update access unlike
IMPORTANT | the MS Certifying Authority and MS Audit Authority roles where users having the
Send role cannot Update!

Step by step...

11.1f you are dealing with a multi-node country, you must first select each of the nodes you chose
in the previous step.
Ecas-uid: st Node: DE Profile: =awsmmss - MEL =  Varsion: 4.8.13 s Help Home Logout

System for Fund management in the European Community 2007-2013

“ User and Security

Strategic Planning Programming Moenitoring Execution Audit Evaluation Closure Anti-Fraud 2014-2020 Utilities

Grant  Casfrnation
Status: New
Requester: MSL Testing (ntestinm) Action: Creata
First Name: Usar Last Name: Testing
Node: | Siote: Please fill in the matrix for each of the Nodes in the ist.
( ] | Previous || Next | Cancel |

If you are dealing with a single-node country, the node is automatically displayed.

12. Tick the boxes to select the roles and permissions you want to grant@. The USM automatically
detects incompatible roles. The roles that are incompatible with the role you select are greyed.
You cannot select these ones (see example below).

13. Click NexT to get to the final step (reviewing and sending the request for the Commission)@.
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“ System for Fund management in the European Community 2007-2013

Strategic Planning Programming Monitoring Execution Audit Evaluation Closure Anti-Fraud 2014-2020 Utilities

Ecas-uid' shestvwm Node: DE Frofile: whmalews - MSL v Version: 4813 saban s R R Help Home ogout

User and Security

—O

Grant  Confirmation

[ Gra

otes 0 s on spocie

Requester: MSL Testing (ntestinm) Action: Create
First Name: User Last Name: Testing

Node:

O GEO0EEEE

==

SElE —iE

SiElE ] —E—r

DECO1 - Schleswig-Holstein ~ Note: Please fill in the matnx for each of the Nodes in the list.
Roles for DG EMPL - DECD1 - Schle: g- Holstein

MS Authority EMPL Read Only

M5 authority EMPL Send

MS Authority EMPL Update

M5 Auditing Authority EMPL Read Only

MS Auditing Authonty EMPL Send

MS Auditing Authority EMPL Update

MS Arachne Provider EMPL Read Only

MS Arachne Provider EMPL Send

MS Arachne Provider EMPL Update

MS Annual Summary Updater EMPL

MS Certifying Authority EMPL Read Only

MS Certifying Authority EMPL Send

MS Certifying Authonty EMPL Update

MS Compliance Assessment Authority EMPL Read Only
MS Compliance Assessment Authority EMPL Update
MS Managing Authority EMPL Read Only

MS Managing Authority EMPL Send

MS Managing Authority EMPL Update

Roles for DG REGIO - DECOL - Sd‘!lﬁm]—H]s!eM
MS Authority REGIO Read Only

MS Authority REC end (—---
MS Authority REGIO Update

M5 auditing Authority REGIO Read Only

MS Auditing Authonty REGID Send <—---
M5 Auditing Authority REGIO Update

MS Arachne Provider REGIO Read Only

MS Arachne Provider REGIO Send

MS Arachne Provider REGIO Update

MS Annual Summary Updater REGIO

MS Certifying Authority REGIO Read Only

MS Certifying Authority REGIO Sand - —
MS Certifying Authority REGIO Update

MS Compliance Assessment Authority REGIO Read Only

MS Compliance Assessment Authonty REGIO Update

MS Managing Authority REGIO Read Only

MS Managing Authority REGIO Send <----
MS Managing Authority REGIO Update 9

Pravious m | cancal

* You can click PREVIOUS to go back to the previous step or click caNCEL to cancel the creation of
the whole request.

2.1.5. Send the request to the SFC2007 Support team

After entering the User Information, the nodes and the roles and permissions to grant, you are ready to
send the request to the SFC2007 Support team.

The overview of your request is shown. You see:

* The user information you entered.

= The roles and permissions you selected to be granted for the selected nodes.

= Before sending the request, you can click PREVIOUS to go back to the previous step or click
CANCEL to cancel the creation of the whole request.
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Step by step...

14. Only for the proDUCTION environment: The option "Also process this request in the Training
environment" is checked. Leave it checked if you want the request to be automatically
processed in the training environment too. You can uncheck this option if you want the request
only to be processed in production environment (and not in training).

4
i

15. Click the button CONFIRM AND SEND to send the request to the SFC2007 Support team 1~

Ecas-uid: riwstees Nodo: DE  Profila: whastwess -~ MSL w  Varsion- 4.8.13 . Help Home  Logout

System for Fund management in the European Community 2007-2013

n User and Security

Straty i i Monitoring Execution Audit Evaluation Closure Anti-Fraud 2014-2020 Utilities

Confirmation

Below is the overview of the nodes and roles requested for creation/medification. Chck "Confirm and Send to EC" to send your request to the Commission or click "Previous”® if you want to
add modifications to this request

Status: New
Requester: MSL Testing (ntestinm) Action: Create
ECAS-uid: ntstinus
ECAS Username: sfc2007user ECAS Domain: external
First Name: User Last Name: Testing
Email: sfc2007.user@hotmail,.com Business Phone: 36 45895 23
Organisation: Support Team Organisation e-mail:
Organisation name (EN): Support Team
Gender: Male Preferred Language:
FuncHon: Progranme Manages Address: street + nr zip + city
Country: Germany
Comments: here you can add a comment

Role on node DECO1 - Schleswig-Holstein

;MS Managing Authority EMPL Read Only
|MS Certifying Autherity REGIO Update
|MS Certifying Authority REGIO Send

| Role on node DECO2 - Hamburg
{M5 Managing Authority EMPL Send

[¥ Also process this request in the Training environment @

[(Previous | [ Confim and send to 6C ] [ cancel |

Once the request is sent, you are redirected to the list of requests. Your request is given a unique
identifier number (1D). The status of the request is SENT.

Ecas-uid: simstes Node: DE FProfile: =Sastess - MSL w  Varsion: 4.8,17 o - Help Home Logout

System for Fund management in the European Community 2007-2013

- user and Security

Strategic Planning Programming Monitoring  Execution  Audit Evaluation Closure Anti-Fraud 2014-2020 Utilities

Access request has been sent

|1

Show Show
Request Id: Email: 73]
Requester: ¥ Status: - =
Last Name: & Sent Date: = @
ECAS-uid: £
Search @

List of Access Requests Ji

1 results found, displaying 1 to 2 [H[4[2]H] Pageis): 1 ftem(s) perpage: 15  Showall

m 3 = Requester  =| Status = Sent Date | Last Modified =
& Create User Testing (ntstinus) sfc2007.user@hotmail.com MSL Testing [sent | 23/08/2013 17:11 23/08/2013 17:11

Creafe a New Access Request
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The request can now be processed by the SFC2007 Support team. If there are mistakes or other issues,
the request is returned to you by the SFC2007 Support team.

2.1.6. If the request is processed...
If the request is processed, the status becomes PROCESSED and two automatic e-mails are sent:
= One e-mail to the MS liaison or MS liaison Deputy who created the request containing:
0 A link with the request identifier (D) to view the processed request.

= One mail to the concerned user containing;:
0 The access details and roles and permissions granted for each node.

2.1.7. If the request is returned (not processed)...

If the Support team detects problems or missing information, or if the user appears to exist already, the
status becomes RETURNED and one e-mail is sent to the MS liaison or MS liaison Deputy with an
explanation on the reason for returning.

The MS liaison (deputy) can:

= Correct the request and send it again (see 2.9) or
= Cancel the request (see 2.10)

2.2. Create a request for updating an existing web user

You can create a request to update (modify) a user if any information must be updated:

= the user information (personal details);
= the node(s) the user should have access to;
* the roles and permissions needed;

and to re-activate a disabled user account.

Disabled web users have not been migrated to nominative user accounts in SEC2007. If
you want to re-activate a user, which was disabled at the time of migration, you will
IMPORTANT | have to create and send an access request to UPDATE the existing (disabled) w005... user
account. Please add the user's ECAS-uid in the ComMeNT field on the Eprt UsER INFO
screen when creating the request!

Ensure that you have all necessary information about the user. The request
must be created and sent in a single operation!

BEFORE YOU START

Workflow
Request is
Modif
Select the y . Modify Processed,
personal Modify Send the
typeof | = | . . = = | rolesand | = = | Returned
information nodes* . request
request permissions or
of the user
Cancelled

* only for multi-node countries
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2.2.1. Select the type of request you want to create

Step by step...

1. On the menu UTILITIES > AccESS REQUESTS click the Create a New Access Request link.

2. The wizard appears. Select the action UPDATE EXISTING ACCOUNT FOR WEB User(D,

3. On the blank field that appears next to the selected type of request, you can enter the last name,
ECAS-uid or the e-mail address of the user you want to update'2).

4. The user appears in the list, so you can select it.

5. After selecting the user, click NEXTCD,

Ecas-uid’ sewemess Node: DE  Profile;  she -MSL v Versios: 4.£13 et Helj Home Logout

System for Fund management in the European Community 2007-2013

“ Usar and Secunty

Sualeyic Planming  Progianmaning  Monibming  Exwculion  Audil  Evaluslion Clusure  AnG-Fraud  2014-2020  Ulililies

e—O
Action Seleclion furnation
Requester: MSL Testing (ntastnm)
Create new account for web User ‘1
Create new account for Certificate
| = Updats existing account for Web User | Bfc2007 user@ [ 2 )
Update exsting account for Certificate IE:SHPLG Llf.‘sf_r E-n‘l:?l.:lnu? -,Srfc,%iogu_s,ermhom_:fl_;ﬁ-r; i

Disable existing account for Web User
Disable existing account for Certificate
Renew certificate

Grant access o an exsting web-user managed
by another Mamber State Liason

m | Cancel

2.2.2. Modify the user information

You can modify the information on the user or you can skip this step by clicking Next. The Edit User
Information screen appears.

Following information can be modified. Please remember that fields marked with an asterisk (*) are
mandatory:

= First Name*

= Last Name*

= Email*

= Business Phone*

* Organisation name*

= Organisation name (EN)

= Gender

* Preferred language (for the notifications)
= Function (within the organisation)
= Country

= Address

= Comments

The following fields cannot be modified:

IMPORTANT
ORTAN « ECAS-uid
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= ECAS username
= ECAS Domain

Step by step...

6. Modify the requested information if necessary‘\l).

N
—

7. Click Next to continuetZ).

¢

Ecas-uid: seestews Node: DE  Frofile; | =hwsfiess - MSL w  Version: 4.8.13

Help Home  Logout
System for Fund management in the European Community 2007-2013
m User and Security
Strategic Planning Programming Monitoring Execution Audit Evaluation Closure Ant-Fraud 2014-2020 Utilities
Userinfo  Mode Seledic Gant  Cenfimatio
Status: New
Requester: MSL Testing (ntestinm) Action: Update
o ntstinus
ELAS AN | Getuser Info |
First Name: User Last Name: Testing
ECAS username: sfc2007user ECAS Domain: external
Email: sfc2007. user@hotmail.com Business Phone: 36 45895 23 (1 )
Organisation name: Support Team
Organisation name (EN): Support Team
Gender: Female & Male Preferred Language: -
Function: Programme Manager streat + nr
Address: zip + city
Country: Germany -
here you can add a comment
Comments:

[ Prewg\ij Cancel

= You can click on the button GET UsER INFO to retrieve the details available in ECAS for this
user. The following information will be retrieved from ECAS: First name, Last name, Email,
Business Phone, Organisation name. Please note that if the fields are blank in ECAS, the
current information in SFC2007 will be overwritten. If this occurs you should first contact the
user and request to them to update their information in their ECAS account.

* You can click PREVIOUS to go back to the previous step or click caNCEL to cancel the creation of
the whole request. Click REesET to clear the information entered in the fields.

2.2.3. Modify nodes (only for multi-node countries)

This step is only available for the MS liaison (deputy) from countries having a multi-

node structure (Examples: Germany, Italy, France, Spain...).
IMPORTANT

For countries with a single node structure (Examples: Czech Republic, Portugal,
Sweden...) this step is skipped by the wizard! You can continue to chapter 2.2.4.

You can modify the nodes the user will have access to. In case you only want to modify roles and
permissions, you can skip this step by clicking Nexr.

Step by step...

8. On the select nodes window, select the node from the left pane (AVAILABLE Nomzs)@.
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7N

9. Click the right-arrow button in the middle of the panes'2/.

10. The node is added to the pane in the right (GRANT ACCESS TO NopE(s))'Y). To remove a node select
the node on the right pane and click on the left-arrow button ().

11. Repeat these steps for each node you want to select.
12. When finished, click NEXT to go to the next step@.

Ecas-uid: shestews Node: DE Frofile: =essfiews - MSL ~  Version: 4.8.13 o et Help Home Logout

System for Fund management in the European Community 2007-2013

m User and Security

Strategic Planning Programming Monitoring Execution Audit Evaluation Closure Anti-Fraud 2014-2020 Utlities

Node Selection  Gant  Confirmati
Status: Maw
Requester: MSL Testing (ntestinm) Action: Update
First Name: User Last Name: Testing

MNote: In order to grant access to a Node, select the Node from the 'Available Nodes' list and move it to the "Grant access to Node{s)' list.

Available Nodes: Grant access to Node(<):
DE - Garmany - DECO1 - Schleswig-Holstein

DEC - Germany (ESF)

DECO3 - Niedersachsen
DECO4 - Bremen

DECOS - Nordrhein-Westfalen
DECO6 - Hassen 1

DECO7? - Rheinland-Pfalz i
DECO& - Baden-Warttemberg
DECO9 - Bayem

DEC10 - Saarland

DEC11 - Berlin

DEC12 - Mecklenbrug-Vvorpommem
DEC13 - Brandenburg

DEC14 - Sachsen-Anhalt

DEC15 - Thiringen *

DECO2 - Hamburg

0]

i
| previous |[next]| Cancel
To select all nodes in the list, click on the double right-arrow button 2,

Tip
To deselect all the nodes selected in the right pane, click the double left-arrow button (<4,

2.2.4. Modify the user's roles and permissions

You can modify the roles and permissions for the user or you can skip this step by clicking NexT.

The GRANT ROLES TO USER ON SPECIFIC NODE(S) screen appears. You can check additional roles or you can
uncheck roles that are no longer needed.

If you manage several nodes and you have selected more than 1 node for the user in the previous screen
you will have to grant roles and permissions for each node separately and thus select each of the nodes
first.

Step by step...

13. Tick the boxes to select the additional roles and permissions you want to grant or uncheck the
boxes of the roles that are no longer needed®.

14. Click NexT to get to the final step (sending the request to the Commission)@.
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Ecas-uid: stestes Node: DE Frofile: smslmss - MSL v | Version: 4.8.13 et e Help Home  Logout

System for Fund management in the European Community 2007-2013

“ User and Security

Strategic Planning g ing itoring i Audit Evaluation Closure Anb-Fraud 2014-2020 Utilities

e—O

Grant  Confirmation

oronihotes o ussron speciicnosety

Status: New
Requester: MSL Testing (ntestinm) Action: Update
First Name: User Last Name: Testing

.
Node: DECOZ - Hamburg “pigte: Please fill in the matrix for each of the Nodes in the list.
Roles for DG EMPL - DECD2 - Hamburg

& MS Authority EMPL Read Only

1 Ms authority EMPL Send

[ MS Authority EMPL Update

71 |Ms Auditing Authority EMPL Read Only

MS Auditing Authority EMPL Send

MS Auditing Authonty EMPL Update

MS Arachne Pravider EMPL Read Only

MS Arachne Provider EMPL Send

MS Arachne Provider EMPL Update

MS annual Summary Updater EMPL

MS Cartifying Authority EMPL Read Only

MS Certifying Authonty EMPL Send

MS Certifying Authonty EMPL Update

MS Compliance Assessment Authority EMPL Read Only
MS Compliance Assessment Authority EMPL Update
MS Managing Authority EMPL Read Only

MS Managing Autherity EMPL Send

MS Managing Authority EMPL Update

rant Roles for DG REGIO - DECD2 - Hamburg
MS Authority REGIO Read Only

M5 authority REGIO Send

MS Authority REGIO Update

MsS Auditing Authority REGIO Read Only

MS Auditing Authonity REGIO Send

MS Auditing Autherity REGIO Update

MS Arachne Provider REGIO Read Only

MS Arachne Provider REGIO Send

MS Arachne Provider REGIO Update

MS Annual Summary Updater REGIO

MS Certifying Authority REGIO Read Only

MS Certifying Authonty REGIO Send

MS Certifying Authonty REGIO Update

MS Compliance Assessment Authority REGIO Read Only
MS Compliance Assessment Authonty REGIO Update
MS Managing Authority REGIO Read Only

MS Managing Authority REGIO Send 9
MS Managing Authority REGIO Update

= [EEENEREEE]

E] = ERERERE]

[}

] concl

() FlEE EEEEE R EEE EE N EEE R EE R

* You can click PREVIOUS to go back to the previous step or click cANCEL to cancel the creation of
the whole request.

Please note that the MS Managing Authority Send role includes Update access unlike
IMPORTANT | the MS Certifying Authority and MS Audit Authority roles where users having the
Send role can't Update!

2.2.5. Send the request to the SFC2007 Support team

After modifying the User Information, nodes, roles and permissions to grant, you are ready to send the
request to the SFC2007 Support team.

The overview of your request is shown. You see:
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= The user information you entered.

* The roles and permissions you selected to be granted for the selected nodes.

= Before sending the request you can click PREvIOUS to go back to the previous step or click cANCEL
to cancel the creation of the whole request.

Step by step...

15. Only for the ProDUCTION environment: The option "Also process this request in the Training
environment" is checked. Leave it checked if you want the request to be automatically
processed in the training environment too. You can uncheck this option if you want the request
only to be processed in production environment (and not in training).

16. Click the button CoNFIRM AND SEND TO EC to send the request to the SFC2007 Support team[i\—'.

Ecas-uid: sestes Node: DE FProfile: siestess - MSL v | Version: 4.8.13 ot Help Home Logout

System for Fund management in the European Community 2007-2013

“ user and Security

Strategic Planning Programming Monitoring Execution Audit Evaluation Closure Anti-Fraud 2014-2020 Utilities

Confirmation
Below is the overview of the nodes and roles requested for creation/modification. Click "Confirm and Send to EC" to send your request to the Cammission or click "Previous” if you want to
add modifications to this request
Status: New

Requester: MSL Testing (ntestinm}) Action: Update

ECAS-uid: ntstinus

ECAS Username: sfc2007user ECAS Domain: extemnal

First Name: User Last Name: Testing

Email: sfe2007.user@hotmail com Business Phone: 36 45895 23

Organisation: Support Team Organisation e-mail:

Organisation name (EN): Support Team

Gender: Male Preferred Language:

Function: Programme Manager

- “ Address: street + nr zip + city
Country: Germany
Comments: here you can add a comment

MS Cerbfying Authonty REGIO Update
MS Cerbifying Authonity REGIO Send
MS Managing Authority EMPL Read Only

MS Certifying Authority EMPL Read Only
MS Auditing Authority EMPL Read Only
MS Managing Authonity EMPL Send

7] Also process this request in the Training environment <

[ previous | [ Confirm and send to EC ] | cancei

Once the request is sent, you are redirected to the list of requests. Your request is given a unique
identifier number (ID). The status of the request is SENT.

The request can now be processed by the SFC2007 Support team. If there are mistakes or other issues,
the request is returned to you by the SFC2007 Support team.

2.2.6. If the request is processed...

If the request is processed, the status becomes PROCESSED and two automatic e-mails are sent:

= One e-mail to the MS liaison or MS liaison Deputy who created the request containing:
0 A link with the request identifier (D) to view the processed request.

= One mail to the concerned user containing;:
0 The updated access information.
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2.2.7. If the request is returned (not processed)...
If the Support team detects problems or missing information the status becomes RETURNED and one e-
mail is sent to the MS liaison or MS liaison Deputy with an explanation on the reason for returning.

The MS liaison (deputy) can:

= Correct the request and send it again (see 2.9) or
= Cancel the request (see 2.10)

2.3. Create a request for granting access to a web user managed by another MS
liaison

You can grant roles and permissions to a user that exists already but is managed by another MS liaison

and has roles and permissions on other nodes different than the ones you manage. This is very useful

for users dealing with Cross-border programmes or for users of countries having different MS liaisons
for each Fund, region or community.

Examples: Belgium (different MS liaison (and deputies) for regions and communities), Germany
(different MS liaison (and deputies) for fund) etc...

When you grant access to a user, SFC2007 creates a "profile" for this user. The user can then choose
between the profiles he has (one profile per node).

BEFORE YOU sTART | Ensure that you have all necessary information about the user. The request
must be created and sent in a single operation.

Workflow
Request is
Select the Select Grant roles Send the Processed,
type of = . = and = = Returned
nodes . request
request permissions or
Cancelled

* only for multi-node countries

2.3.1. Select the type of request you want to create

Step by step...

1. On the menu UTILITIES > ACCESS REQUESTS click the Create a New Access Request link.

2. The wizard appears. Select the action GRANT ACCESS TO AN EXISTING WEB-USER MANAGED BY ANOTHER
MEMBER STATE LIAISON(D.,

3. On the blank field that appears next to the selected type of request, you can enter the last name,
ECAS-uid or the e-mail address of the user you want to grant access to on the nodes you
manage.

4. The user appears in the list, so you can select it@.

5. After selecting the user, click NextD.
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Ecas-uid: sestveen Node: DE  Profile:  whastews - MSL +  Version: 46.13 o ssns Help Home Logout
System for Fund management in the European Community 2007-2013
m User and Security
I Strategic Planning Programming Moenitoring Execution Audit Evaluation Closure Anti-Fraud 2014-2020 Ublibes
Action Selection  Confirmation
Requester: MSL Testing (ntestinm}
Create new account for web User
Create new account for Certificate
Update existing account for Web User
Update existing account for Certificate
Disable existing account for Web User ’
Disable existing account for Certificate 1
Renew certificate
@ Grant access to an existing web-user managadl ntesu
SySIoiRe M e Stie ey [TESTING user- three (ntesuser) - sfc2007 . user3@gmad.com { 2 I
[TESTING userfifty (ntesurfi) - sfc2007.user50@yahoo.com .
[TESTING userone (ntesuero s?::_":lDY.userl hotmail.com <& 3
[Next | | cancel
INFO As this user is managed by another MS liaison, you cannot modify her/his user information.
This step is therefore skipped by the wizard.

2.3.2. Chose nodes (only for multi-node countries)

This step is only available for the MS liaison (deputy) from countries having a multi-

node structure (Examples: Germany, Italy, France, Spain...).
IMPORTANT
For countries with a single node structure (Examples: Czech Republic, Portugal,

Sweden...) this step is skipped by the wizard! You can continue to chapter 2.3.3.

You must define the nodes the user will have access to. As there are different nodes within your
country, the user probably needs only access to one or some of them, so you must specify this.

Step by step...

6. On the select nodes window, select the node from the left pane (AVAILABLE NODES)@.
7. Click the right-arrow button in the middle of the panes@.
8. The node is added to the pane in the right (GRANT ACCESS TO NODE(S))@.

9. Repeat these steps for each node you want to select.

10. When finished, click NEXT to go to the next step@.
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Ecas-uid: sasstwes Node: DE Frofile: =hestews - MSL v  Version: 4.6.13 Help Home Logout
System for Fund management in the European Community 2007-2013
User and Security
Programming Monitoring Execution Audit Evaluation Closure Anti-Fraud 2014-2020 Utlities
Node Selection  Gient  Confirmatl
Status: New
Requester: MSL Testing (ntestinm) Action: Grant
First Name: userona Last Name: TESTING
Note: In order to grant access to a Node, select the Node from the 'Available Nodes' list and move it to the 'Grant access to Node(s)' list.
Available Nodes: Grant access to Node(s):
DE - Germany - DECO5 - Nordrhein-Westfalen
DEC - Germany [ESF)
DECO1 - Schleswig-Holstein —@
DECO2 - Hamburg
DECO3 - Niedersachsen
DECD4 - Bremen
DECO6 - Hessen E
DECO7 - Rheinland-Pfalz
DECOS - Baden-Wirttemberg @
DECOS - Bayem
DEC1D - Saarland
DEC11 - Barlin
DEC12 - Mecklenbrug-Vorpommem
DEC13 - Brandenburg
DEC14 - Sachsen-Anhalt -
4
Previous m |__Cancal |
Tip To select all nodes in the list, click on the double right-arrow button .
To deselect all the nodes selected in the right pane, click the double left-arrow button (<4,

2.3.3. Grant roles and permissions

The GRANTS ROLES TO USER ON SPECIFIC NODE(S) screen appears. On this screen you can select the roles and

permissions you want to grant for this user on the nodes you manage (the nodes you selected in the
previous step).

Step by step...

11.If you are dealing with a multi-node country, you first must select each of the nodes you chose
in the previous step (choose nodes).

Ecas-uid: s Nodo: DE  Profils: whestwss - MSL w  Varsion: 4.8,13

Help Home Logout
System for Fund management in the European Community 2007-2013
m User and Security
Strategic Planning Programming Monitoring Ewxecution Audit Evaluation Closure Anti-Fraud 2014-2020 Utilities
Grant Confurnation
Status: New
Requester: MSL Testing (ntestinm}) Action: Grant
First Name: userone Last Name: TESTING
Node: |

_riote: Please fill in the matrix for each of the Nodes in the list.
_Previous | [Next | [ Cancel

If you are dealing with a single-node country, the node is automatically displayed.

12. Tick the boxes to select the roles and permissions you want to grant@. The incompatible roles
will be marked in grey automatically by the system.
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13. Click NexT to get to the final step (reviewing and sending the request to the Commission)@.
Ecas-uid: shestews Node: DE Frofile: simsles - MSL v | Version: 4.8.13 SO Help Home  Logout

System for Fund management in the European Community 2007-2013

n User and Security

Strategic Planning Programming Monitoring Execution Audit Evaluation Closure Anti-Fraud 2014-2020 Utilities

—O

Grant  Confirmation

oronihotes o ussron speciicnosety

Status: New
Requester: MSL Testing (ntestinm) Action: Grant
First Name: userone Last Name: TESTING

=
2
]

C: |_ii_E|_l__ii__|_r_i\__|_|__\i__IE_FEEW_I__ii__I_F_i\_j_l__\a

DECOS - Nordrhein-Westfalen -

Roles for DG EMPL - DECOS5 - Nordrhein-Westfalen
MS Authority EMPL Read Only

MS Authority EMPL Send

MS Authonty EMPL Update

MS Auditing Authority EMPL Read Only

MS Auditing Authority EMPL Send

MS Auditing Authority EMPL Update

M5 Arachne Provider EMPL Read Only

MS Arachne Provider EMPL Send

MS Arachne Provider EMPL Update

M5 Annual Summary Updater EMPL

MS Certifying Authonty EMPL Read Only

MS Certifying Authority EMPL Send

MS Certifying Authonty EMPL Update

MS Compliance Assessment Authority EMPL Read Only
MS Compliance Assessment Authority EMPL Updats
MS Managing Authority EMPL Read Only

MS Managing Authority EMPL Send

MS Managing Authonity EMPL Update

Roles for DG REGID - DECOS - Nordrhein-Westfalen
MS Authority REGIO Raad Only

MS Authority REGIO Send

MS Authority REGIO Update

MS Auditing Authority REGIO Read Only

MS Auditing Authonity REGIO Send

MS Auditing Authority REGIO Update

MS Arachne Provider REGIO Read Only

MS Arachne Provider REGIO Send

M5 Arachne Provider REGIO Update

MS Annual Summary Updater REGIO

M5 Certifying Authonty REGIO Read Only

MS Certifying Authonty REGIO Send

MS Certifying Authonity REGIO Update

MS Compliance Assessment Authority REGIO Read Only
MS Compliance Assessment Authonty REGIO Update
MS Managing Authority REGIO Read Only

MS Managing Authority REGIO Send

MS Managing Authority REGIO Update 9

Pravious | [Next | [ Cancel

* You can click PREVIOUS to go back to the previous step or click cANCEL to cancel the creation of
the whole request.

Please note that the MS Managing Authority Send role includes Update access unlike
IMPORTANT | the MS Certifying Authority and MS Audit Authority roles where users having the
Send role can't Update!

2.3.4. Send the request to the SFC2007 Support team

After having selected the nodes and the roles and permissions to grant, you are ready to send the
request to the SFC2007 Support team.

The overview of your request is shown. You see:
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®= The user information.

* The roles and permissions you selected to be granted for the selected nodes.

= Before sending the request you can click PREvIOUS to go back to the previous step or click cANCEL
to cancel the creation of the whole request.

Step by step...

14. Only for the proDUCTION environment: The option "Also process this request in the Training
environment" is checked. Leave it checked if you want the request to be automatically
processed in the training environment too. You can uncheck this option if you want the request
only to be processed in production environment (and not in training).

15. Click the button CoNFIRM AND SEND TO EC to send the request to the SFC2007 Support team @,

Ecas-uid: #hwstess Node: DE Profile: sesstess - MSL w  Varsion: 4.8.13 R Help Home Logout

System for Fund management in the European Community 2007-2013

H User and Security

iStrauagic Planning Programming Monitoring Execution Audit Ewvaluation Closure Anti-Fraud 2014-2020 Utlhities

@
Confirmation
Below is the overview of the nodes and roles requested for creation/medification. Click "Confirm and Send to EC" to send your request to the Commission or click "Previous” if you want to
add modifications to this request
Status: New

Requester: MSL Testing {ntestinm) Action: Grant

ECAS-uid: ntesuero

ECAS Username: userone ECAS Domain: external

First Name: userone Last Name: TESTING

Email: sfc2007.user1@hotmail.com Business Phone: 37 5689 632

Organisation: Support team Organisation e-mail:

Organisation name (EN): Support Team

Gender: Female Preferred Language: German

Function: Programme Manager P s Ppiciy

Country: Germany

Comments:

MS Managing Authority EMPL Read Only
MS Compliance Assessment Authority EMPL Update
MS Managing Authonty REGIO Read Only

|¥ Also process this request in the Training environment 1

| previous || Confirm and send to EC ]| cancel

Once the request is sent, you are redirected to the list of requests. Your request is given a unique
identifier number (1D). The status of the request is SENT.

The request can now be processed by the SFC2007 Support team. If there are mistakes or other issues,
the request is returned to you by the SFC2007 Support team.

2.3.5. If the request is processed...

If the request is processed, the status becomes PROCESSED and two automatic e-mails are sent:

* One e-mail to the MS liaison or MS liaison Deputy who created the request containing:
0 A link with the request identifier (1D) to view the processed request.
= One mail to the concerned user containing:
0 The existing roles and permissions (the ones the user had already from the other MS
liaison) and the roles and permissions granted by you on your node (s). For each node,
there will be a profile the user can choose when connected to SFC2007.

Version 4.0 - Last revised: 12/03/2014
For more information on this document please contact sfc2007-info@ec.europa.eu
Page 22



SFC2007: System for Fund management in the European Community 2007-2013

User and Security Module (USM)

User manual

2.3.6. If the request is returned (not processed)...

If the Support team detects problems or missing information, the status becomes RETURNED and one e-
mail is sent to the MS liaison or MS liaison Deputy with an explanation on the reason for returning.

The MS liaison (deputy) can:

= Correct the request and send it again (see 2.9) or
= Cancel the request (see 2.10)

2.4. Create a request for disabling a web user

When a user no longer needs access to SFC2007 the MS liaison (and deputies) can create a request to

disable (deactivate) the user.

Workflow
Request is
Select th f p d,
elect the type o = Send the request rocesse
request Returned or
Cancelled
If you request for disabling a user that has roles and permissions granted by another
MS liaison, the USM will simply deactivate the user profile corresponding to the
nodes, roles and permissions you manage. However, the user remains active for the
IMPORTANT

have requested the deactivation of the user.

other MS liaison (deputy) who deals with the user.

The user only becomes totally inactive when ALL MS liaisons dealing with this user

2.4.1. Select the type of request you want to create

Step by step...

1. On the menu UTILITIES > AcCESS REQUESTS click the Create a New Access Request link.

2. The wizard appears. Select the action DISABLE EXISTING ACCOUNT FOR WEB User .

3. On the blank field that appears next to the selected type of request, you can enter the last name,
ECAS-uid or the e-mail address of the user you want to update.

4. The user appears in the list, so you can select it@.

5. After selecting the user, click NextD,
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Ecas-uid. sesstwes Node: DE  Profile fmatiee - MSL v Version: 4.6.13 vt ciatee Help Home Logout
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o—O

Action Selection

Requester: MSL Testing (ntestinm)
Create new account for web User
Create new account for Cerbificate
Update existing account for Web User ( 1
Update existing account for Certificate
| @ Disable existing account for Web User I jntesue| -
Disable existing account for CerGficats JISER-TWENTY TESTING (ntesuert) - sic2007.user20gyahoo.com —(2)

[TESTING userone (ntesuero) - sfc2add useri@hotmail.com

Renew certificate

Grant access to an existing web-user managed
by another Member State Lizison

3

[next] | cancel |

As this user will be completely deactivated, it is not necessary to modify or remove the User

INFO
information or the Roles and Permissions. These steps are therefore skipped by the wizard.

2.4.2. Send the request to the SFC2007 support team

The overview of your request is shown. You see:

= The user information and the nodes, roles and permissions the user had.

* You can add comment in the 'Comments’ field.

= Before sending the request you can click PREVIOUS to go back to the previous step or click cANCEL
to cancel the creation of the whole request.

Step by step...

6. Only for the ProDUCTION environment: The option "Also process this request in the Training
environment" is checked. Leave it checked if you want the request to be automatically
processed in the training environment too. You can uncheck this option if you want the request
only to be processed in production environment (and not in training).

7. Click the button CoNFIRM AND SEND TO EC to send the request to the SFC2007 Support team@.
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Ecas-uid: séestewss Node: DE Frofile: e -MSL v Wersion: 4.8.13 #simn Help Heme Logout
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D
Confirmation
Below is the overview of the personal details, nodes and roles of the user you want to disable

Status: New
Requester: MSL Testing (ntestinm) Action: Disable
ECAS-uid: ntesuero
ECAS Username: userone ECAS Domain: external
First Name: userone Last Name: TESTING
Email: sfc2007.useri @hotmail.com Business Phone: 37 5689 632
Organisation: Suppaort team Organisation e-mall:
Organisation name [EN): Support Team
Gender: Famale Preferred Language: German
Function: Programmea Manager z

Address: straet nr zip city
Country: Germany
Comments: the user has left the organisation on 25/08/20 13|

MS Comphance Assessment Authonty EMPL Update
MS Managing Authority REGIO Read Only
MS Managing Autherity EMPL Read Only

|¥|also process this request in the Training environment 1

| Previous || Confirm and send to EC || cancel

Once the request is sent, you are redirected to the list of requests. Your request is given a unique
identifier number (ID). The status of the request is SENT.

The request can now be processed by the SFC2007 Support team. If there are mistakes or other issues,
the request is returned to you by the SFC2007 Support team.

2.4.3. If the request is processed...

If the request is processed, the status becomes PROCESSED and one e-mail is sent to the MS liaison or MS
liaison Deputy informing that the request has been processed successfully. No e-mail is sent to the user
(as the user no longer needs the account, the USM assumes the user doesn't expect to be notified).

2.4.4. If the request is returned (not processed)...

If the Support team detects problems or missing information the status becomes RETURNED and one e-
mail is sent to the MS liaison (deputy) with an explanation on the reason for returning.

The MS liaison (deputy) can:

= Correct the request and send it again (see 2.9) or
= Cancel the request (see 2.10)

2.5. Create a request for a new certificate

A certificate user account enables local information systems to authenticate when
communicating with SFC2007 through web-services.

Requests for certificate user accounts should only be created by countries using the

IMPORTANT -
web-services!

Unlike the web user accounts that access the application SFC2007 with a nominative
ECAS user account, certificate user accounts remain generic user accounts starting
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with w005...

You can request the creation of a new certificate when no certificate exists for the purposes you need to
(i.e. currently no other certificate exists for the same fund, node and with the same roles and
permissions as the one you want to request for).

= If a certificate exists but has expired, you can create a request to RENEW CERTIFICATE (see chapter
2.7).

= If the certificate exists but there are changes on the information of the user linked to the
certificate or in the IT contact person, you can request to UPDATE EXISTING ACCOUNT FOR
CERTIFICATE (see chapter 2.6).

Ensure that you have all necessary information about the certificate, the user
BEFORE YOU sTArT | linked to the certificate and the IT contact person. Ensure that you have the .csr
file? ready as you will need to upload the file in the USM.

The request must be created and sent in a single operation!

Workflow
Enter
information
about the Request is
Select the user, the Grant roles Processed,
Select Send the
typeof | = | personof | = . | = and = = | Returned
nodes . request
request contact and permissions or
the Cancelled
certificate
(csr file)

* only for multi-node countries

2.5.1. Select the type of request you want to create

Step by step...

1. On the menu UTILITIES > AcCESS REQUESTS click the Create a New Access Request link.

2. The wizard appears. Select the action CREATE NEW ACCOUNT FOR CERTIFICATE®D.

3. Click NEXT@.

2 When requesting the creation of a new certificate, the MS liaison (deputy) must upload a Certificate Signing Request file (.csr).
This file must be prepared in advance so it can be uploaded into the USM when creating the request. For more information on
how the IT teams can create the csr file, please refer to the procedure "PM-103-Access Control Management" available in the
Library of the SFC2007 Interest Group on CIRCABC: https://circabc.europa.eu/w/browse/3b3d67b0-7309-40f2-alb4-b68a2f040a09

Version 4.0 - Last revised: 12/03/2014
For more information on this document please contact sfc2007-info@ec.europa.eu
Page 26



https://circabc.europa.eu/w/browse/3b3d67b0-7309-40f2-a1b4-b68a2f040a09

SFC2007: System for Fund management in the European Community 2007-2013
User and Security Module (USM)
User manual

Ecas-uid: swstews Node: DE Profile;  mhess “MSL v  version: 4.8.13 SOP— Help Home Logout
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e—O

Action Selection

Requester: MSL Testing (ntestinm)
Create new account for web User

| @ Create new account for Certificate 1

Update ewmsting account for Web User
Update existing account for Certificate
Disable existng account for Web User
Disable existing account for Certificata
Renew certificate

Grant access to an existing web-user managed
by another Member State Liaison

2
[Next] | cancel
2.5.2. Enter the information on the user linked to the certificate
The Edit User Information screen appears. This screen contains three sections:
= A. USER INFORMATION (the user linked to the certificate).
= B. CERTIFICATE (the .csr file, the local IT application name and the notification e-mail).
= C.IT COoNTACT PERSON (Person to contact for technical-related questions).
Ecas-uid: stestwes Node: DE FProfile: whestwss - MSL v  Varsion: 4.8.13 o e Help  Home Logout
System for Fund management in the European Community 2007-2013
User and Security
Strategic Planning Programming Monitoring Ewxecution Audit Evaluation Closure Anti-Fraud 2014-2020 Utilities
Userinfo  Nods Selsction  Grant Trma
Status: New
Requester: MSL Testing (ntestinm) Action: Create
First Name: Certificate user abcd Last Name: Testing
Email: sfc2007.user@hotmail.com Business Phone: 00 49 4563 235
Organisation name: SFC2007 Development unit
Organisation name (EN): |
Gender: @ Female ) Male Preferred Language: -
Function: Developer
Address:
Country: Germany -
Comments:
Certificate
.csr File: Browse.. Upload file ﬁ
Notification Email:
IT Application Name:
IT Contact Person
Persan to contact for technical-related guestions
First Name: Last Name: “
Email: Business Phone:

| Reset Previous | |Mext | Cancel |

On the USER INFORMATION SECTION (A) the following information must be entered. Fields marked with an
asterisk (*) are mandatory:
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= First Name*

= Last Name*

= Email*

= Business Phone*

* Organisation name*

* Organisation name (EN)

= Gender

= Preferred Language (for the notifications)

= Function
= Country
= Address
= Comments

Start typing the first letters of the Organisation name. If the organisation has
TIP already been entered before in the system, the full name will be displayed in a
list where you can select it from.

Step by step...

4. Enter the requested information(D.

Edit User Information

Status:
Action:

' Last Name:
Business Phone:

Preferred Language: English

v

Requester: MSL Testing (ntestinm)
First Name: |Certificate user abcd
Email: |sfc2ﬁ07.uslr@huhnai.com
Organisation names: |SFC2007 Developmeant unit
Organisation name (EN):

Gender: ® Female © Male
Function: [peveloper

Country: Germany

Comments:

When a certificate request is processed, the CN Name of the certificate (CN) is added
IMPORTANT | to the user's last name: this allows easy identification of users (persons) and users
linked to certificates!
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2.5.3. Upload the .csr file

For more information on how the IT teams can create the csr file, please refer to the procedure "PM-103-
Access Control Management" available in the Library of the SFC2007 Interest Group on CIRCABC:
https://circabc.europa.eu/w/browse/3b3d67b0-7309-40f2-a1b4-b68a2f040a09

When the .csr file is uploaded, SFC2007 verifies the correctness of the file and reads the Distinguished
Name of the certificate (DN). The DN is the information related to the certificate.

There's a validation rule on the CN string:

For Bera environment, the CN string should contain BETA' (case sensitive). For
example CN=SFC_EAFRD_Axel Baum_DEA03_BETA_01.

IMPORTANT | FOT ACCEPTANCE environment, the CN string should contain 'TEST' (case sensitive). For
example: CN=IT19_ERDF_MSMA_TEST1.

An error message will be raised if for example the CN string contains TEST at the end
for prODUCTION environment and the requester won't be able to submit a request in
ACCEPTANCE environment if the CN string does not contain the word TEST".

Additionally, it is recommended to indicate the Notification E-mail address (if the notifications related
to operations made with this certificate are to be sent to a different address than the Email address of
the user linked to the certificate, see chapter 2.5.2).

Step by step...

5. On the certificate section, click the BROWSE button to search for the .csr ﬁle@.
6. Search for the file in your computer, select the file and click oren'2).
7. When the file is selected, click on the UPLOAD FILE button@.

8. Enter the remaining information (NOTIFICATION EMAIL ADDRESS and IT APPLICATION NAME)@.
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New folder

Name Z
I y -&‘rmu I

| joffrzo2 TEST.car

Date modified

20/00/201315:26
24/01/2013 15:40

Type
CSR File
CSR File

9. When the file is uploaded the DisTINGUISHED NAME of the certificate (DN) is displayed.

::m Osfuropean Commesson, OUsSFCI007, CN=INT_TEST_MOFFRSOL for JOFFRE Sophee (EMIYL - I
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2.5.4. Enter the information on the IT contact person

The IT contact person is the person who deals with technical issues linked to the certificate or the web-
services.

Entering this information is mandatory in order to ensure that there is a contact person for any
exchange of information with the SFC2007 Support team.

The information to be completed is the following. All fields are mandatory!!!

= First Name*

= Last name*

= Email*

= Business Phone*

Step by step...

10. Enter the IT Contact information@.

11. Click NexT to go to the next step@.

IT Contact Person
Person to contact for technical-related questions

First Name: | Last Name: |

2.5.5. Choose nodes (only for multi-node countries)

This step is only available for the MS liaison (deputy) from countries having a multi-
node structure (Examples: Germany, Italy, France, Spain...). You must define the node
the user linked to the certificate will have access to. Please note that unlike web users
(persons), the certificates can only have access to one node!

IMPORTANT

Version 4.0 - Last revised: 12/03/2014
For more information on this document please contact sfc2007-info@ec.europa.eu
Page 31




SFC2007: System for Fund management in the European Community 2007-2013
User and Security Module (USM)
User manual

For countries with a single node structure (Examples: Czech Republic, Portugal,
Sweden...) this step is skipped by the wizard! You can continue to chapter 2.5.6.

Step by step...

12. On the select nodes window, select the node from the left pane (AVAILABLE NoDEs)\).

13. Click the right-arrow button in the middle of the panes@.

14. The node is added to the pane in the right (GRANT ACCESs TO NODE(S))@).

43

15. When finished, click NEXT to go to the next step'Z-.

Ecas-uid: mestows Node: DE  Frofile: e MSL w  Version: 4.6.13 — ks M ERGE

Help Home Logout

System for Fund management in the European Community 2007-2013

User and Security

Strategic Planning Programming Monitoring Execution Audit Evaluation Closure Anti-Fraud 2014-2020 Utilities

Requester:
First Name:

&—0O——=O

Node Selection Grant Confirmation

Status: New
MSL Testing (ntestinm) Action: Create
Certificate user abed Last Name: Testing

Mote: In order to grant access to a Node, select the Node from the "Available Nodes' list and move it to the 'Grant access to Node(s)' list.

Available Nodes:
DE - Germany

DECD2 - Hamburg
DECD4 - Bremen
DECD6& - Hessen
DECOS - Bayern

DEC10 - Saarland
DEC11 - Berlin

DEC - Germany (ESF)
DECD1 - Schieswig-Holstein @
DECOS - Nordrhein-Westfalen

DECO7 - rheinland-Pfalz
DECODS - Baden-Wurttemberg

DEC12 - Mecklenbrug-Vorpommern
DEC13 - Brandenburg
DEC14 - Sachsen-Anhalt x

Grant access to Node(s):

- DECD3 - Medersachsen

4

| Previous [ cancel

2.5.6. Grant roles and permissions

The GRANTS ROLES TO USER ON SPECIFIC NODE(s) screen appears. On this screen you can select the roles and
permissions you want to grant for this certificate.

The roles and permissions shown correspond to the roles and permissions that the MS liaison (deputy)
can request for as well as the Directorate General (according to Funds) for which the MS liaison
(deputy) can request access.

= EMPL: ESF - IPA Component IV
= REGIO: ERDF - CF - IPA Component II and III
* MARE: EFF - IPA component
= AGRI: EAFRD - IPA Component V
The roles and permissions are created on the Node for which the MS liaison (deputy) can request.

IMPORTANT

The USM automatically detects incompatible roles. The roles that are incompatible with
the role you selected are greyed. You cannot select these.
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Example: You select "MS Auditing Authority EMPL Send". The roles "MS Authority
EMPL Send", "MS Certifying Authority EMPL Send" and "MS Managing Authority
EMPL Send" are greyed.

Please note that the MS Managing Authority Send role includes Update access unlike
IMPORTANT | the MS Certifying Authority and MS Audit Authority roles where users having the
Send role can't Update!

Step by step...

16. Tick the boxes to select the roles and permissions you want to grant@.

17. Click Next to get to the final step (reviewing and sending the request to the Commission)@.
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Fcas-uid: sbestess Node: DE Frofile: wimssss - MSL w | Version: 4.5.13 ———— Help Home Logout
System for Fund management in the European Community 2007-2013
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e—O

Grant  Confirmation

irant ol to Useronspociicodets) —————

Status: New
Requester: MSL Testing (ntastinm) Action: Create
First Name: Certificate user abed Last Name: Testing

DECO3 - Niedersachsen

F
2
L]

Roles for DG EMPL - DECOD3 - Niedersachsen
MS Authority EMPL Read Only

M5 Authority EMPL Send

MS Authority EMPL Update

M5 Auditing Authority EMPL Read Only

MS Auditing Authority EMPL Send

MS Auditing Authonty EMPL Update

MS Arachne Provider EMPL Read Only

M5 Arachne Prowvider EMPL Send

M5 Arachne Provider EMPL Update

MS Annual Summary Updater EMPL

MS Certifying Authority EMPL Read Only

M5 Certifying Authority EMPL Send

MS Certifying Authonty EMPL Update

MS Compliance Assessment Authority EMPL Read Only
MS Compliance Assessment Authority EMPL Update
MS Managing Authority EMPL Read Only

MS Managing Authority EMPL Send

MS Managing Authority EMPL Update

Roles for DG REGIO - DECD3 - Niedersachsen
MS Autherity REGIO Read Only

MS Authority REGIO Send

MS Authority REGIO Update

MS Auditing Authority REGIO Read Only

MS Auditing Authonty REGIO Send

M5 Auditing Authority REGIO Update

MS Arachne Provider REGIO Read Only

MS Arachne Provider REGIO Send

MS Arachne Provider REGIO Update

MS Annual Summary Updater REGIO

MS Certifying Authority REGIO Read Only

MS Certifying Authority REGIO Send

MS Certifying Authority REGIO Update

M5 Compliance Assessment Authority REGIO Read Only
MS Compliance Assessment Authonity REGIO Update
MS Managing Authority REGIO Read Only

MS Managing Authority REGIO Send

MS Managing Authority REGIO Update 9

_|I—TTFTFTTFTFTTFTFTETHTI—TT ODEEE@d _|_|__iE

[ Previous | [ ext | l Cancel

®* You can click PREVIOUS to go back to the previous step or click cCANCEL to cancel the creation of the
whole request.

2.5.7. Send the request to the SFC2007 Support team

After entering the User Information, the certificate information, the IT contact details, the node and the
roles and permissions to grant, you are ready to send the request to the SFC2007 Support team.

The overview of your request is shown. You see:

= The user information and the certificate information you entered.
= The roles and permissions you selected to be granted for the selected node.
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= Before sending the request you can click PREVIOUS to go back to the previous step or click cANCEL

to cancel the creation of the whole request.

Step by step...

18. Click the button CONFIRM AND SEND TO EC to send the request to the SFC2007 Support team .

Fras-uid: sestem Node: DE Profile. Maalos - MSL w  Version: 4.8.13 Help Logout
System for Fund management in the European Community 2007-2013
H User and Security
Strategic Planning Programming Monitoring Execution Audit Evaluation Closure Anbti-Fraud 2014-2020 Utiities
Confirmation
Below is the overview of the nodes and roles requested for creation/modification. Click "Confirm and Send to EC” to send your request to the Commission or click "Previous” if you want to
add modifications to this request
Status: New
Requester: MSL Testing (ntestinm) Action: Create
ECAS-uid:
ECAS Username: ECAS Domain:
First Name: Certificate user abed Last Name: Testing
Email: sfc2007 user@hotmail.com Business Phone: 00 49 4563 235
Organisation: SFC2007 Development urit Organisation e-mail:
Organisation name (EN):
Gender: Female Preferred Language: English
Function: Developer
- Address: street nr zip city
Country: Germany
Comments:
Certificate
.csr File: e i TEST.car
Distinguished C ol Y dguam | Brmveln O-duropess (oo, O848 208 NaBNT TEST KR RSO S MOFTRE Lopiee (1R
Name: 7 | emadh bl ess -Soghee KFINI Gei! = erops o
Notification
Email:
IT Application
Name:

IT Contact Person
First Name: Certificate contact user
Email: sfc2007. testuser@hotmail.com Phone:

Last Name: Testing
00 49 8965 238

Role on node DECO3 - Niedersachsen

MS Managing Authonty EMPL Send f 1

Pravious | | Confirm and send to EC ]| cancel

Once the request is sent, you are redirected to the list of requests. Your request is given a unique
identifier number (ID). The status of the request is SENT.

The request can now be processed by the SFC2007 Support team. If there are mistakes or other issues,
the request is returned to you by the SFC2007 Support team.

2.5.8. If the request is processed...

If the request is processed, the status becomes PROCESSED and two automatic e-mails are sent:

= One e-mail to the MS liaison or MS liaison Deputy who created the request containing:

0 A link with the request identifier (ID) to view the processed request and to download
the generated certificate.

0 For BETA and ACCEPTANCE environments, the second half of the user's password is also
sent, so this can be communicated to the user linked to the certificate. For PRODUCTION
environment, this information is not sent because it is not required.

= One mail to the user linked to the certificate containing;
0 The username (w005...) of the account for the certificate
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0 The roles and permissions granted and the node
0 For BETA and ACCEPTANCE environments, the first half of the password is sent. For
PRODUCTION environment, this information is not sent because it is not required.

2.5.9. If the request is returned (not processed)...

If the Support team detects problems or missing information, or if the certificate account appears to
exist already, the status becomes RETURNED and one e-mail is sent to the MS liaison or MS liaison Deputy
with an explanation on the reason for returning.

The MS liaison (deputy) can:

2.6.

= Correct the request and send it again (see 2.9) or
= Cancel the request (see 2.10)

Create a request to modify a certificate

You can request for a modification of a certificate when the details of the user linked to the certificate
have changed, when the details of the IT contact person have changed or when you want to modify the

node, roles or permissions.

= If your certificate has expired, you should create a request to RENEW CERTIFICATE (see chapter 2.7)

Workflow
Modify Request is
Select the information Modify Modify Send the Processed,
typeof | = | oftheuser | = nodes* = | rolesand | = request | = Returned
request and the permissions q or
certificate Cancelled

* only for multi-node countries

2.6.1. Select the type of request you want to create

Step by step...

1.

2.

On the menu UTILITIES > ACCESS REQUESTS click the Create a New Access Request link.

The wizard appears. Select the action UPDATE EXISTING ACCOUNT FOR CermiFicaTeD).

On the blank field that appears next to the selected type of request, you can enter the last name,
username (w005...) or the e-mail address of the user linked to the certificate. You can also enter the
Common Name (CN name)? of the certificate you want to modify.

The user linked to the certificate appears in the list, so you can select it@.

. After selecting the user, click NextD,

3 The Common Name (CN name) is part of the DN name (Distinguished Name) and starts with 'CN =". For example CN name:
'CN=Lothman_ESF_DED02'.
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Action Selection  Confirmati
Requester: MSL Testing (ntestinm)
Create new account for web User 2
Create new account for Certificate 1
Update existing account for Web User
I @ Update existing account for Certificate I [CN=INT_TEST
: P FESTING [CNeINT_TEST _JOFFRS0L FOR XOFFRE S0 b sl uber A (wOOLDIB0 efc 00T s Botmusl ¢ ool
LT TR I FESTING (CN=INT TEST JOSFRSO4 FOR JOFFRE ertificate uter 64 (wOOS02TZ) - 882007 nathaleSgmal com
Disable existing account for Certificate
Renew certificate
Grant access to an existing web-user managed
by another Member State Liaison
Cancel |

2.6.2. Modify the information linked to the certificate

The Edit User Information screen appears. This screen contains three sections:

= A. USER INFORMATION (the user linked to the certificate).

= B. CERTIFICATE (the .csr file, the local IT application name and the notification e-mail).

= C.IT CONTACT PERSON (person to contact for technical-related questions).

You can modify the existing information. You don't need to upload the csr file again! The username

(w005...) cannot be modified.

linked to certificates!

When a certificate request is processed, the CN Name of the certificate (CN) is added
IMPORTANT | to the user's last name: this allows easy identification of users (persons) and users

Step by step...

6. Modify the requested information if necessary@.

7. Click NEXT@.
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Userinfo  Nooe Seledtion  Gramt  Confemabion
Status: New
Requester: MSL Testing (ntestinm) Action: Update
ECAS-uid: wD050280
First Name: Certificate user abcd Last Name: Testing (CN=INT_TEST_ - (4
ECAS username: wW0050280 ECAS Domain: eU,europa.ec
Email: sfc2007.user@hotmail.com Business Phone: 00 49 4563 235
Organisation name: SFC2007 Development unit
Organisation name (EN):
Gender: 8 Female ) Male Preferred Langquage: English -
Function: Developer skreet nr o _k’D
Address: zip city

Country: Garmany - -
Comments:

Certificate
Notification Email:
IT Application Name:

IT Contact Person

Persen to contact for technical-related questions

First Name: Lisa Last Name: Testing

Email: sfc2007 . lisd@hotmail.com Business Phone: 00 49 8065 238

2
[Reset | Previous | Cancel |

2.6.3. Modify the certificate node (only for multi-node countries)

This step is only available for the MS liaison (deputy) from countries having a multi-

node structure (Examples: Germany, Italy, France, Spain...).
IMPORTANT

For countries with a single node structure (Examples: Czech Republic, Portugal,
Sweden) this step is skipped by the wizard! You can continue to chapter 2.6.4.

You can modify the node the user linked to the certificate will have access to. Please note that unlike
web users (persons), the certificates can only have access to one node!

Step by step...

8. On the select nodes window, select the node form the left pane (AVAILABLE NODES)@.
9. Click the right-arrow button >} in the middle of the panes@.
10. The node is added to the pane in the right (GRANT ACCESS TO NODE(S))@.

11. To remove a node for which access is no longer required, select the node from the left pane and
click the left-arrow button<J.

12. When finished, click NEXT to go to the next step@.
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System for Fund management in the European Community 2007-2013

User and Secunity
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Mode Selection it —onfirmaticn
Status: New
Requester: MSL Testing (ntestinm) Action: Update
First Name: Certificate user abcd Last Name: Testing (CN=INT_TEST_a#+a HERE Segtes (EMPL-EXT))

Note: In order to grant access to a Node, select the Node from the 'Available Nodes' list and move it to the ‘Grant access to Node(s)' list.

Available Nodes:
DE - Germany
DEC - Germany (ESF)

DECOD1 - Schleswig-Holstein
DECOZ2 - Hamburg 1
DECD4 - Bramen

DECOS - Nordrhein-Westfalen
DECOD6 - Hessen
DECO7 - Rheinland-Pfalz

Grant access to Node(s):
DECO3 - Niedersachsen

—3

DECOB - Baden-Wirttemberg
DECO9 - Bayemn

DEC10 - Saarland

DEC11 - Berlin

DEC12 - Mecklenbrug-Vorpommern
DEC13 - Brandenburg

DEC14 - Sachsen-Anhailt

4
previous | [Tiext] [ cancel

2.6.4. Grant roles and permissions

The GRANTS ROLES TO USER ON SPECIFIC NODE(s) screen appears. On this screen you can select the roles and
permissions you want to grant for this certificate.

The roles and permissions shown correspond to the roles and permissions that the MS liaison (deputy)

can request for as well as the Directorate General (according to Funds) for which the MS liaison
(deputy) can request.

= EMPL: ESF - IPA Component IV

= REGIO: ERDF - CF - IPA Component II and III
* MARE: EFF - IPA component

* AGRI: EAFRD - IPA Component V

The roles and permissions are created on the Node for which the MS liaison (deputy) can request.

The USM automatically detects incompatible roles. The roles that are incompatible with
the role you select are greyed. You cannot select these.

IMPORTANT | Example: You select "MS Auditing Authority EMPL Send". The roles "MS Authority

EMPL Send", "MS Certifying Authority EMPL Send" and "MS Managing Authority
EMPL Send" are greyed.

Please note that the MS Managing Authority Send role includes Update access unlike
IMPORTANT | the MS Certifying Authority and MS Audit Authority roles where users having the
Send role can't Update!

Step by step... |
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13. Tick the boxes to select the roles and permissions you want to grant(@.

14. Click NexT to get to the final step (reviewing and sending the request to the Commission)(@.

Ecas-uid: simstess Node: DE Profile: mlmsles - MSL » | Version: 4.5.13 Ittt Help Home Logout

System for Fund management in the European Community 2007-2013

m User and Security

Strategic Planning Programming Monitoring Execution Audit Evaluation Closure Anbt-Fraud 2014-2020 Utlities

e—O

Grant  Confimation
r )
Status: New
Requester: MSL Testing (ntestinm} Action: Update
First Name: Certificate user abed Last Name: Testing (CN=INT_TEST_MESHsie S WESE Sugisa (EMPL-EXT))
Node: DECO3 - Niedersachsen ~
| Grant| Roles for DG EMPL - DECO3 - Niedersachsen

[E] MS Authority EMPL Read Only

- MS Authority EMPL Send

| MS Authority EMPL Update

MS Auditing Authority EMPL Read Only

MS Auditing Authority EMPL Send

MS Auditing Authonity EMPL Update

[ MS Arachne Provider EMPL Read Only

MS Arachne Provider EMPL Send

MS Arachne Provider EMPL Update

la MS Annual Summary Updater EMPL

[E] MS Certifying Authority EMPL Read Only

MS Certifying Authority EMPL Send

| MS Certifying Authonty EMPL Update

MS Compliance Assessment Authority EMPL Read Only
MS Compliance Assessment Authority EMPL Update
MS Managing Authority EMPL Read Only

MS Managing Authority EMPL Send

MS Managing Authonty EMPL Update

| Grani | Roles for DG REGIO - DECD3 - Niedersachsen
[ MS Authority REGIO Read Only

i MS Authority REGIO Send

[E] MS Authority REGIO Update

P MS Auditing Authority REGIO Read Only
| MS Auditing Authority REGIO Send

MS Auditing Authority REGIO Update

==

= MS Arachne Provider REGIO Read Only

MS Arachne Provider REGIO Send

[ MS Arachne Provider REGIO Update

MS Annual Summary Updater REGIO

MS Cartifying Authority REGIO Read Only

= MS Certifying Authonty REGIO Send

[E] MS Cartifying Authority REGIO Update

F MS Compliance Assessment Authority REGIO Read Only

| MS Compliance Assessment Authonty REGIO Update

MS Managing Authority REGIO Read Only

| MS Managing Authority REGIO Send -
s MS Managing Authority REGIO Update 2

1 ; | Previous | [Next | [ Cancel

* You can click PREVIOUS to go back to the previous step or click cANCEL to cancel the creation of
the whole request.

2.6.5. Send the request to the SFC2007 Support team

After entering the User Information, the certificate information, the IT contact details, the node and the
roles and permissions to grant, you are ready to send the request to the SFC2007 Support team.

The overview of your request is shown. You see:

= The user information and the certificate information you entered.
* The roles and permissions you selected to be granted for the selected node.
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= Before sending the request you can click PREVIOUs to go back to the previous step or click cANCEL
to cancel the creation of the whole request.

Step by step...

15. Click the button CONFIRM AND SEND TO EC to send the request to the SFC2007 Support team .

Ecas-uid: saestews Node: DE Profile: =hmstsm - MSL =  Version: 4.6.13 oo et Help Home Logout
System for Fund management in the European Community 2007-2013
m User and Security
Strategic Planning Programming Monitoring Execution Audit Evaluation Closure Anti-Fraud 2014-2020 Utilities
Confirmation
Below is the overview of the nodes and roles requested for creation/modification. Click "Confirm and Send te EC" to send your request to the Commission or click "Previous” if you want to
add modifications to this request
Status: New
Requester: MSL Testing (ntestinm) Action: Update
ECAS-uid: w00502B0
ECAS Username: W0050280 ECAS Domain: eu,auropa.ec
First Name: Certificate user abcd Last Name: Testing (CN=INT_TEST_MSsamiy S HESIE Sughs (EMPL-EXT))
Email: sfc2007.user@hotmail.com Business Phone: 00 49 4563 235
Organisation: SFC2007 Development unit Organisation e-mail:
Organisation name (EN):
Gender: Female Preferred Language: English
Function: Devel e
o o it Address: street nr zip city
Country: Germany
Comments:
Certificate
Notification Email:
IT Application Name:
IT Contact Person
First Name: Lisa Last Name: Testing
Email: sfic2007 lisa@hotmail.com Phone: D0 49 8965 238

Role on node DECO3 - Niedersachsen

MS Managing Authority EMPL Send 1

[ previous | [ Confirm and send to EC 1| cancel

Once the request is sent, you are redirected to the list of requests. Your request is given a unique
identifier number (ID). The status of the request is SENT.

The request can now be processed by the SFC2007 Support team. If there are mistakes or other issues,
the request is returned to you by the SEFC2007 Support team.

2.6.6. If the request is processed...
If the request is processed, the status becomes PROCESSED and two automatic e-mails are sent:
* One e-mail to the MS liaison or MS liaison Deputy who created the request containing:
0 A link with the request identifier (ID) to view the processed request.

= One mail to the user linked to the certificate containing;:
0 The roles and permissions granted and the node.

2.6.7. If the request is returned (not processed)...

If the Support team detects problems or missing information, the status becomes RETURNED and one e-
mail is sent to the MS liaison or MS liaison Deputy with an explanation on the reason for returning.

The MS liaison (deputy) can:

= Correct the request and send it again (see 2.9) or
= Cancel the request (see 2.10)
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2.7. Create a request for renewal of a(n) (expired) certificate

You can request for a renewal of a certificate when the existing one is about to expire or is expired (the

validity of a certificate is two years).

Tip You can check the validity dates of a certificate via the menu CONTACTS/USER ACCOUNTS (please
refer to section 3).
Please make sure to have the new csr file* available on your computer before you
create the access request in SFC2007. You will have to upload this new csr file in the
IMPORTANT . . . Lo .
access request to renew the certificate even if the information in the csr file has not
changed!
Workflow
Modify Request is
Select the information . Modif Processed,
Modify Y Send the
type of of theuser | = 4 roles and Returned
nodes .. request
request and the permissions or
certificate Cancelled

* only for multi-node countries

2.7.1. Select the type of request you want to create

Step by step...

1. On the menu UTILITIES > AcCESS REQUESTS click the Create a New Access Request link.

2. The wizard appears. Select the action RENEW cermiFicaTe(D.

3. On the blank field that appears next to the selected type of request, you can enter the last name,
username or the e-mail address of the user linked to the certificate. You can also enter the

Common Name (CN name) of the certificate you want to renew@.

4. The user linked to the certificate appears in the list, so you can select it.

5. After selecting the user, click NEXT@.

4 When requesting the creation of a new certificate, the MS liaison (deputy) must upload a Certificate Signing Request file (.csr).
This file must be prepared in advance so it can be uploaded into the USM when creating the request. For more information on
how the IT teams can create the csr file, please refer to the procedure "PM-103-Access Control Management" available in the
Library of the SFC2007 Interest Group on CIRCABC: https://circabc.europa.eu/w/browse/3b3d67b0-7309-40f2-alb4-b68a2f040a09
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System for Fund management in the European Community 2007-2013

m User and Secunty

Strategic Planning Programming Monitoning  Execution Audit Evaluation Closure Anti-Fraud 2014-2020 Utiities

e—O

Action Selection

Requester: MS5L Testing (ntestinm)
Create new account for web User
Create new account for Certificate

Update existing account for Web User

Update existing account for Certificate / 2
Disable existing account for Web User 1
Disable existing account for Carbificate

@ Renew certificate I kfcznﬂ?.usgr
——

e i e B ] FusTieG INT_TEST JOFFRSO] FOR JOFFRE 5 -n % (U - xT)) Certificate user abcd (w0050280) - srczoa?.userEhoLmail.cod

by anather Member State Liaison J
Cancel |

2.7.2. Modify the information on the user linked to the certificate

Please refer to instructions in chapter 2.5.2

2.7.3. Upload the new csr file and modify the certificate information

Please refer to instructions in chapter 2.5.3. Uploading the .csr file is mandatory.

2.7.4. Modify the IT Contact person details

Please refer to instructions in chapter 2.5.4

2.7.5. Modify the certificate node (only for multi-node countries)

This step is only available for MS liaisons from countries having a multi-node
structure (Examples: Germany, Italy, France, Spain...). You must define the node the
user linked to the certificate will have access to. Please note that unlike web users

IMPORTANT (persons), the certificates can only have access to one node!

For countries with a single node structure (Examples: Czech Republic, Portugal,

Sweden...) this step is skipped by the wizard! You can continue to chapter 2.7.6.

2.7.6. Grant roles and permissions

Please refer to instructions in chapter 2.5.6

2.7.7. Send the request to the SFC2007 Support team

After entering the User Information and the roles and permissions to grant, you are ready to send the
request to the SFC2007 Support team.

The overview of your request is shown. You see:

= The user information and the certificate information you entered.
= The roles and permissions you selected to be granted for the selected node.
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= Before sending the request you can click PREVIOUs to go back to the previous step or click cANCEL

to cancel the creation of the whole request.

2.7.8. If the request is processed...

If the request is processed, the status becomes PROCESSED and two automatic e-mails are sent:

* One e-mail to the MS liaison or MS liaison Deputy who created the request containing a link

with the request identifier (ID) to view the processed request and to download the generated
certificate.

= One mail to the user linked to the certificate to notify that the certificate has been renewed and

the renewed certificate will be transmitted by the MS liaison or MS liaison Deputy.

2.7.9. If the request is returned (not processed)...

If the Support team detects problems or missing information, the status becomes RETURNED and one e-
mail is sent to the MS liaison (deputy) with an explanation on the reason for returning.

The MS liaison (deputy) can:

2.8.

= Correct the request and send it again (see 2.9) or
= Cancel the request (see 2.10)

Create a request for disabling a certificate

When a certificate is no longer needed, the MS liaison (and deputies) can create a request to disable
(deactivate) the certificate.

Workflow
Request is
lect th f p
Select the type o N Send the request N rocessed,
request Returned or
Cancelled

2.8.1. Select the type of request you want to create

Step by step...

1.

2.
3.

On the menu UTILITIES > ACCESS REQUESTS click the Create a New Access Request link.

The wizard appears. Select the action DISABLE EXISTING ACCOUNT FOR cermiricateD).

On the blank field that appears next to the selected type of request, you can enter the last name,
username or the e-mail address of the user linked to the certificate. You can also enter the

Common Name (CN name) of the certificate you want to disable@.

The user linked to the certificate appears in the list, so you can select it.

After selecting the user, click Next®,
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—O

Action Selection  Confirmation

Requester: MSL Testing (ntestinm})
Create new account for web User
I Create new account for Certificate
1" Update existing account for Web User 2
Update existing account for Certificate @
Disable existing account for Web User
| '@ Disable existing account for Certificate | WSDZ
[TESTING [ON=0NT_TEST JOFFRSO1 FOR JOFFRE SOTESE (EMPL-EXT)) Certiicate user abcd (wown‘ - sfcz_DG?‘userEhomall.cod

Renew certificate

¥
Grant access to an existing web-user managed ( }
by anather Member State Liaison

3
Cancel

As this certificate and the user linked to it will be completely deactivated, it is not necessary
INFO | to modify or remove the User information, the node or the Roles and Permissions. These steps
are therefore skipped by the wizard!

2.8.2. Send the request to the SFC2007 Support team

The overview of your request is shown. You see:

= The user and certificate information.

* You can add comment in the 'Comments' field.

= Before sending the request you can click PREvIOUS to go back to the previous step or click cANCEL
to cancel the creation of the whole request.

Step by step...

6. Click the button Confirm and Send to send the request to the SFC2007 Support team(@.

Ecas-uid: sestews Node: DE  Profife:  Mwesess - MSL v  Varsion: 4.8.13 S— Help Home Logout

System for Fund management in the European Community 2007-2013

m User and Secunty

Strategic Planning Programming  Monitonng Execution Audit Evaluation Closure Anti-Fraud 2014-2020 Utilities

Confirmation

Below is the overview of the personal details, nodes and roles of the user you want to disable.

Status: MNew
Requester: MSL Testing (ntestinm) Action: Disable
ECAS-uid: w0050280
ECAS Username: wO0050280 ECAS Domain: eU.europa.ec
First Name: Cerbificate user abcd Last Name: Testing (CN=INT_TEST_sws e EFVE Saptes WEER 48" )
Email: sfc2007.user@hotmail.com Business Phone: 00 49 4563 235
Organisation: SFC2007 Development unit Organisation e-mail:
Organisation name (EN):
Gender: Faemale Preferred Language: English
Facon: DeYelnet Address: street nr zip city
Country: Germany
Comments: old certificate account not used anymore]

Role on node DECD3 - Niedersachsen

MS Managing Authority EMPL Send 1

i Previous 1 Confirm and send to EC | “Cancel |
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Once the request is sent, you are redirected to the list of requests. Your request is given a unique
identifier number (1D). The status of the request is SENT.

The request can now be processed by the SFC2007 Support team. If there are mistakes or other issues,
the request is returned to you by the SEFC2007 Support team.

2.8.3. If the request is processed...

If the request is processed, the status becomes PROCESSED and one e-mail is sent to the MS liaison or MS
liaison Deputy informing that the request has been processed successfully. No e-mail is sent to the user
linked to the certificate (as the user no longer needs the account, the USM assumes the user doesn't
expect to be notified).

2.8.4. If the request is returned (not processed)...
If the Support team detects problems or missing information the status becomes RETURNED and one e-
mail is sent to the MS liaison (deputy) with an explanation on the reason for returning.

The MS liaison (deputy) can:

= Correct the request and send it again (see 2.9) or
= Cancel the request (see 2.10)

2.9. Editing a returned request

When the SFC2007 Support team returns a request, you can edit the request to make the corrections
asked by the Support team.

To do so you can access the request from the link provided in the return notification e-mail or by
selecting the request from the list of requests in the UTILITIES > AcCEss REQUESTS menu. Once the overview
of the request is displayed, click on the Edit link on the upper part of the screen.

The wizard appears and you can add/remove or overwrite the information on each step and then send
the request again to the Commission.

2.10. Cancelling a request

You can cancel a created request for the following reasons:

= You have sent the request to the Commission but you realise afterwards you don't need this
request to be processed.

= The Commission returned a request sent by you and you realise you don't need this request to
be processed.

If the Commission returned your request and you still need the request to be processed, you can edit it.
You don't need to cancel it and create a new one (to edit and send the request again see chapter 2.9).

To cancel the request you can access the request from the link provided in the return notification e-mail
or by selecting the request from the list of requests in the UTILITIES > AcCEss REQUESTs menu. Once the
overview of the request is displayed, click on the Cancel link on the upper part of the screen.

You are requested to confirm the cancellation. Click yEs to confirm.

The request is not deleted from the list. The request will appear as cCANCELLED in the list of requests.
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3. Consulting users in the USM

Via the submenu CoNTACTS AND USERs it's possible to view the list of existing users managed by the MS
liaison (deputy) and view the account details of each user.

Ecas-uid: seestees Node: DE  Profile:  #isstess - MSL v  Varsion: 4.8.13 B R Help Home Logout
L System for Fund management in the European Community 2007-2013 Engleh (en) i
'_;n S ERDF/CF, ESF, EAFRD, EFF, IPA, EBF, EIF, ERF and RF
[t gic Planning g ing itoring ion Audit Evaluation Closure Anti-Fraud 2014-2020

€Cl Requests

- - Search Documents 3

Welcome to the SFC2007 application Nogosta

Current Programme Authorities

Access Requests

Contacts and

3.1. Display a list with all existing users

Step by step...

1. On the menu UTILITIES select CONTACTS AND USERS.
2. Click sHow ALL@.

3. All existing users managed by the MSL and the deputy, are displayed in the list.

Ecas-uid: stestess Node: DE  Frofile; =eestesss - MSL w  Varsion: 4.5.13 T— Help Home Logout
= System for Fund management in the European Community 2007-2013
| g ing gramming itoring  Execution Audit Evaluation Closure Anti-Fraud 2014-2020 Utilities

©
2) -0

- Email Node(s

ntestims testing msl- ulrike msliaison, test1@gmail.com DEBO1,DECO1,DEB Yes - Yes [P S )

ntestinm Testing MSL sfc2007 msi@hotmail.com DE Yes - Yes

ntestinu testing user-fifteen sfc2007.user15@yahoo.com No - No msl-sirko testing
ntestius TESTING user-one sfc2007.userl@gmail.com DEC No - No msl-ylrike testing
ntestmsl testing msl-sirko iaison. test com DE,DEC,CZ,DEC,DE Yes - Yes Tt RN L

The following information is displayed:

= ECAS-uid; Last Name; First Name; E-mail address,
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= NODE (s): the node or different node(s) the user has access to.
= Act C-U: Active Contact and User.
0 Yes - Yes: (user account is active)
0 No - No: (user account is disabled and cannot access SFC2007)

= L1a1soN: the name of the MS Liaison or MS Liaison deputy who manages the user.

By default, the list is sorted by ECAS-uid. To sort the list on another field, click on the arrow on top of

the column you want to sort on@.

To reduce or increase the number of users displayed per page, change the number of items per page
and type ENTER®).

Use the buttons to navigate through the different pages@:
= 'k next page
= ¥ last page
= 4 previous page

= first page

To generate an excel file of the information displayed in the list click on the excel icon®.

3.2. Search for a user
You can enter one or more search criteria to look for a specific user or group of users:
= ECAS-up
® LAST NAME
* FIRST NAME
= E-MAIL

= NODE FILTER: to search for users having access to different nodes. For example to list all the users
with access to the nodes starting with "FRA" (FRAER, FRADC, FRACO, FRADC, FRAGA,
FRAGY, FRAHX, FRAMA, FRARU), enter %FRA% in this field.

= NODE: search for users on a specific node.
= RoLE: search for users with a specific role.

= AcTIVE: select Yes or No to display active or disabled users only. All users (active and disabled
users) are shown by default.

* WEB SERVICE USER: select this option if you want to search for users linked to certificates.

Use a percentage sign (%) to replace one or more characters. For example if you want to search for all
users having their Last Name starting with the letter "S" enter in the field LAST NAME: S%
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Step by step...

1. On the menu UTILITIES select CONTACTS AND USERS

2. Enter your search criteria\l.

-

3. Click SEARcH\Z/

Eeas-uid: stwstees Node: DE  Profile: shestses - MSL w  Version: 4813 B Help Home Logout
3 System for Fund management in the European Community 2007-2013
- = User and Security
Strategic Planning Prog ing itoring ] Audit luati Closure Anti-Fraud 2014-2020 Utilities |
Search Contacts and User Accounts B
Show? Show?
ECAS-uid: | Active: - @
Last Name: Web Service User: -
First Name: il _®
Email:
Node Filter: I DEBOS '
Node: - ¥
Role: I =
Organisation: 9
DN Filter:
[Seach]

The results of your search are displayed:

Ecan-uid: st Node: DE Frofile; sheshes - MSL w  Varsion: 4.6.13 v Help Home  Logout

System for Fund management in the European Community 2007-2013
- S User and Security

Strategic Planning Prog i itoring E: i Audit Evaluati Closure  Anti-Fraud 2014-2020 Utilities

Search Contacts and User Accounts B

Show? Show?
ECAS-uid: | Active: | ®
Last Name: [ Web Service User:
First Name: £

MNode Filter: DEBOS

List of Contacts and User Accounts I

| 1 results found, displaying 1to 1 [M[4]F] %] Pagelz)i1 Itemis) perpage: 5  Showall
i

3 = Act. C-U iais
ntesuero TESTING userone 5fc2007.useri@hotmail.com _DEBO5,GRC Yes - Yes msk-ulrike testing

4. Press the Clear button if you want to clear all fields of the search criteria®),
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3.3. Display the account details of a user

Step by step...

5. Click on the Username or the Last Name from the list to open the account details of the user.

Ecas-uid: siwsbiess Node: DE  Profile: #Seslss - MEL = Vemsion: 4.8.13

— ! System for Fund management in the European Community 2007-2013
= - User and Sceurity
| gic Plannirg o ing itoring Execition Audit Evaluation Closure Anti-Fraud 2014-2020 Utiliies

List of Cantacts and liser Accounts i

|1 results found. disalaying 1 4o 1 [H[<[+]4] Faca(s): 1 itam(z)persage: 5 Stomal
Last Name | First Name - Email - Node(s
JESTING userone 5fc2007.userl @hotmail.com DEBO5,GRC

es - Yes

6. The account details are displayed and contain:

ECAS- UV semw ol UE  rofile;  seesess s M3L v parsion: £.0.15 S W Huely  Howw  Logeul

System for Fund management in the European Community 2007-2013
User and Security

g Execution Audit Evaluati Closure  Anti-Fraud 2014-2020 Utilites

& Active - & Disabled

First Name: uSErone Email: 5fic2007 yserl@hotmal.com
Last Name: TESTING Alternative Email:
L Business Phone: 17 5689 632

Gender: Female Business Fax: _®
Mohile Phone: Organisation: Support team
Organisation e-mail: Organisation name (EN): Support Team
Address: street nr zip city Function: Programme Manager
Country: Germany Access Request by Lialson: msl-uirike testing [ntestims)
Commission Member:  No Liaison: No
Comments: the user has left the orgamisation on 25/08/2013

* User Account Details

ECAS-uid: ntesuero ECAS Username: userone  ECAS Domain: external

Full Name TESTING (; 3] Is hnical User: MNo

x«509 DN: Comment: @
x509 Issuer: Blue Coat DN:
Blue Coat Issuer:

User Accounl Profiles

* ntasuero - DEBOS ¢

© ntasuero 00
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Step by step...

= the CONTACT DETAILS Of the user@.

= the UsEr ACCOUNT DETAILS'Z) including the ECAS-uid and the ECAS Username®.

= the UsER ACCOUNT PROFILES\S). For each Node the user has access to, there's one User Account
Profile.
7. To print the account details, click on the Print 1ink®. Click on the link Return to list to go back to
the results list of your search®.
8. Click on each of the User AccouNT PROFILES to display the roles and permissions of the user on each
Node@.
Feas-uid: swstess Node: DE Frofile: amsliees - MSL w»  Version: 4.8.13 . T Help Home Logout

System for Fund management in the European Community 2007-2013

- User and Security

Strategic Planning g i i Closure Anti-Fraud 2014-2020 Utlities
aturm to list Print & Active - & DsaMed
Contact Details
First Name: userone Email:
Last Name: TESTING Alternative Email:
Preferred Language: German Business Phone: 37 5689 632
Gender: Female Business Fax:
Mobile Phone: Organisation: Support team
Organisation e-mail: Organisation name (EN): Support Team
Address: street nr zip city Function: Programme Manager
Country: Germany Access Request by Liaison:  msl-ulrike testing (ntestims)
Commission Member:  No Liaison: Mo
Comments: the user has left the organisation on 25/08/2013
ECAS-uid: ntesuero ECAS Username: userone  ECAS Domain: external
Full Name userone TESTING (ntesuero)  Is Technical User: No
%509 DN: Comment:
%509 Issuer: Blue Coat DN:
Blue Coat Issuer:
User Account Profiles =
ntesuero - DEBOS L
Node: DES cri Last Ct n .
Roles A
EEaatad Role Description
SFCMSMA165MS Managing Authority REGIO Send
| Roles Received via Delegation | Role Description _!

© ntesuero - DECOS =

Last Connected:

Role Description

‘ Granted

\SFCMSCO0SUMS Compliance Assessment Authority EMPL Update
SFCMSMAOSRMS Managing Authority EMPL Read Only
|SFCMSMA16RMS Managing Authority REGIO Read Only

| Roles Received via Delegation Role Description | |

Node: GRC D ¥ Last Ci cted:

Granted
!5FCMSMA165MS Managing Authority REGIO Send

Roles o
‘ Role Description

Roles Received via Delegation Role Description

5 The user needs to enter his/her ECAS Username and password to log in to SFC2007 Front-Office.
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3.4. Disabled user
The column 'Act. C-U' in the results list indicates if a user is active or disabled.
Ecas-uid: ntestinm Node: DE  Profile:  shesless - MSL v  Version: 4.8 13 R Help Home Logout

System for Fund management in the European Community 2007-2013

—'- 3 User and Security

tegic Planning Prog ing itoring £ ion  Audit Evaluation Closure Anti-Fraud 2014-2020 Utilities |

Show? Show?

ECAS-uid: | Activa: + B

Last Name: | Web Service User: -

First Name: L]

Email: |

Node Filter: |

Node: > M

Role: -

Organisation: |

DN Filter:

List of Contacts and User Accounts i

62 results found, displaying 1to 5 [N[4[F]W] Page(s): 1.2 3 4 5 & Z: 8 3 13- Shom sl
| ECAS-ui - First Name .
msl-ulrike

Ttem{s) per page: 5

melizison. test1@gmail.com DEBO1,DECO1, DEB

ntestinm Testing MSL sfc2007 . msl@hotmail.com DE

intestinu testing user-fifteen sfc2007.user15@yahoo.com

ntesbus TESTING user-one sfc2007.userl@gmail.com

|ntestms! testing mal-sirko mliaison.tsst‘!@gmai.com DE,DEC,CZ,DEC,DE

If a user is marked with 'No — No', the user account is disabled and the user will not be able to access
SFC2007. In the user account details the user (contact, user account and profiles) will be marked with a
red dot &. This means the user is disabled:

Ecas-uid: shesties Node: DE Profile: sastisss - MSL w  Version: 4.8.13 et e Help Home Logout

System for Fund management in the European Community 2007-2013

gic Planning Programming itoring ion Audit Evaluation Closure Anti-Fraud 2014-2020 Utilities |
aturn to fist  Print & Active - & Disabled
user-one Email: 5fc2007 userl@gmail.com
2 Alternative
Last Name: TESTING iy
Preferred .
Language: Business Phone: 00 32 123456
Gender: Business Fax:
Mobile Phone: Organisation: test team
Organisation Organisation
e-mail: name (EN):
Address: Function
C t Access Request  msl-ulrike testing
' by Liaison: (ntestims)
Commission
Member: Ho Liaison: Mo

muu—“uwmm“ngm D4/01/1) dmable requett; /01 dasbie reg check
fedd updated m Contact info; 2001 acc req updats roles: 201 update req moddy nods rols; 25/01
T Creats bums o update action. 29/01 test deable req n USM, 15/01 test f mformation »

u—uudwmmwnm-wmwgmmwummmum

Co>omid: ntestius ECAS Username: ECAS Domain:
Full Name user-one TESTING (ntestius)  Is Technical User: No
509 DN: Comment:
509 Issuer: Blue Coat DN:
Blue Coat Issuer:

-
noesw s - DEBOL

ntestius - DEBD2
ntestius - DEBD3 +

i+
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3.5. Active user with a disabled Profile

If a user has been disabled on one Node but still has access to another Node, the USER ACCOUNT PROFILE
which is disabled is marked with a red dot & , CoNTACT DETAILS and USER ACCOUNT DETAILS remain active
and marked with a green dot w.

Ecas-uid: shestm Node: DE  Profile; shmstimss - MSL =  Version: 4.6.13 B Help Home Logout

System for Fund management in the European Community 2007-2013

- User and Security

| Planning Prog g ing Execution Audit Evaluation Closure Anti-Fraud 2014-2020 Utilities

retrn to list  Print & Active - & Disabled
First Name: userone Email:
Last Name: TESTING Alternative Email:
Preferred Language: German Business Phone: 37 5689 632
Gender: Female Business Fax:
Mobile Phone: Organisation: Support team
Organisation e-mail: Organisation name (EN): Support Team
Address: street nr zip city Function: Programme Manager
Country: Germany Access Request by Liaison: msl-ulnke testing (ntestms)
cummission Member: No Liaison: No

the user has left the organisation on 25/08/2013

User Account Details

ECAS-uid: ntesuero ECAS Username: userone  ECAS Domain: extemal

Full Name TESTING | ] Is hnical User: No

x509 DN: Comment:

x509 Issuer: Blue Coat DN:

Blue Coat Issuer:
« ntesuero - DEBOS o
© ntesvero - DECOS L+

In the example above the user has access to the nodes DEB05 and GRC but cannot access data on the
node DECO5 because this profile and the roles & permissions on this profile are disabled.
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